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Abstract— This paper provides insight into the security of the 
existing mobile payment system by studying its system 
architecture and the security architecture. It also reviews the 
security vulnerabilities in some components of the architecture 
and studies how these vulnerabilities might be exploited. This 
research also applies environmental metrics values on the CVSS 
base scores of these vulnerabilities when considered in the 
context of mobile payment system architecture. 
 
Keywords: EMV, Mobile payment, NFC, CVSS, Point of sale 
terminal.   

1. INTRODUCTION 

  The growth of Near Field Communication (NFC) equipped 
mobile phones suggests that contactless mobile payment 
systems will be used widely in the near future. Mobile device 
experts estimated that payments using NFC-equipped mobile 
phones will account for $240 billion in spending worldwide in 
2012 and more than $670 billion by 2015 [1]. Consequently, 
there is a likelihood of mobile phones replacing credit cards in 
the payment industry. Mobile payment is made by waving a 
mobile phone near merchant’s Point of Sale (POS) terminal. 
The ability to integrate loyalty and incentive programs into the 
mobile payment applications and increase in speed of 
processing POS payments are some of the benefits that mobile 
payment systems have over credit card method of payment 
[2]. Sensitivity and security of the payment information 
involved in the mobile payment systems encouraged us to 
conduct a modeling of its security. Security modeling refers to 
the description of system architecture and its security controls. 
It helps to analyze the security and support comparative 
evaluation of systems like mobile payment system [3].  
  Many Mobile Payment System (MPS) architectures have 
been developed to explain the flow of information between 
different entities involved in MPS. Our main focus will be on 
the MPS architecture developed by EMV (Europay, 
MasterCard, and Visa). EMV is a global standard for secure 
and convenient payment using bank cards and the EMV 
payment infrastructure. EMV technology replaces the 
magnetic stripes on credit cards and debit cards by inserting 
an electronic chip that contains strong cryptographic, 
dynamic, and digitally-signed payment data to ensure secured 
payment transaction. It provides protection against the use of 
counterfeit, lost or stolen cards for payment and credit card-
based payment attacks [4], [5].  
  According to [6], EMV outlined mobile payment 
architecture which shows entities involved and the flow of 
payment information that occurs in mobile payment 
architecture.  The contactless interface is based on near field 
communication technology. NFC is a short range, 

bidirectional wireless communication technology that extends 
the ISO 14443 standard for Radio Frequency Identification 
(RFID) technology. Therefore, any NFC-enabled device can 
communicate with other NFC devices and with any existing 
RFID infrastructures, such as readers and contactless cards. 
The range in which NFC devices can communicate is about 
10cm; compared to RFID or even bluetooth technology that 
have much wider range.  
  There are three modes of operation for an NFC-device. The 
first mode is reader and writer mode in which NFC devices 
can access contactless smartcards, RFID transponders and 
NFC tags. This mode makes NFC devices compatible to 
existing contactless tokens.  The second mode is card 
emulation mode, in which the NFC-device acts as proximity 
inductive coupling card. An NFC enabled phone acts as a tag 
or contactless card in card emulation mode. The most 
common usage is to emulate credit card which can be used at 
point of sale terminal for payment. The card emulation mode 
is the one used for mobile proximity payments [15]. The third 
mode is peer-to-peer mode; in this mode two NFC devices can 
carry out bidirectional communication to transfer data. NFC 
standard allows peer to peer communication between NFC-
enabled devices like NFC phone and NFC-compatible point of 
sale [7], [8], and [9].  
  NFC technology presents great business opportunities when 
used in mobile phones for applications such as mobile 
payment, transport ticketing, and physical access control [10]. 
Google Wallet is one of the applications of NFC mobile 
payment system. In mobile payment system, an NFC-enabled 
mobile phone is provisioned with a version of a payment 
application - (for different payment cards such as, American 
Express ExpressPay, Discover Zip, MasterCard PayPass, Visa 
PayWave). Also, the mobile phone is personalized with a 
customer payment account (credit, debit or prepaid) issued by 
the financial institution (Issuer) using an Over the Air (OTA) 
process as explained by GlobalPlatform (GP) in [11]. 
GlobalPlatform is an independent body that identifies, 
develops and publishes specifications which facilitate the 
secure and interoperable deployment and management of 
multiple applications on secure chip technology. The mobile 
phone can then use NFC technology to communicate with a 
merchant’s contactless payment-capable POS system. The 
customer is required to hold the mobile phone in close 
proximity to the merchant’s POS and EMV payment 
information sent to the contactless POS reader.  
  The ISO/IEC 14443-based contactless merchant POS 
infrastructure that is now in place to support contactless credit 
and debit payment can also accept NFC-enabled proximity 
mobile payments, providing a head-start for broad acceptance 
and use [12]. The updating of mobile payment application 
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(such as EMV scripts) on mobile phone is done through an 
OTA process between the issuer and mobile device. The 
authorization and settlement processes are similar to what is 
done in traditional EMV chip card-based payment system [6].  
  The security issues with NFC technology raised concern in 
mobile payment system. Embracing such mobile technology, 
developing applications for storing credit card information, 
and facilitating NFC payments also bring with it risks and 
concerns around privacy, theft, and regulatory compliance 
[13],[14]. 
 

1.1 Our Contribution 
   In this paper, we will provide insight into the security of the 
existing mobile payment system architecture and also present 
a review of the security vulnerabilities in some components of 
the architecture highlighted in Figure 1. Finally, we will 
examine how environmental metric group will affect the 
overall CVSS base scores of these vulnerabilities when 
applied in the context of mobile payment system architecture. 
   The structure of this paper is as follows: Section 2 shows the 
review of mobile payment systems. Section 3 and Section 4 
describe the mobile payment system architecture and mobile 
payment security architecture respectively. Section 5 gives 
background information on Common Vulnerability Scoring 
System (CVSS). Section 6 examines how environmental 
metrics affect the  CVSS base scores of these vulnerabilities 
in the context of mobile payment security architecture. 
Section 7 concludes the paper and direction of future work is 
also provided. 

2. REVIEW OF MOBILE PAYMENT SYSTEMS 
   Several studies have been conducted to help improve mobile 
payment system models in a more secure way with different 
entities involved. Mobile payment is defined as payment for 
products or services between two parties for which a mobile 
device, such as a mobile phone, plays a key role in the 
realization of the payment. Mobile payment is divided into 
two types namely, proximity or remote mobile payment [15]. 
Proximity mobile payment is termed contactless payment in 
which payment information is stored on the mobile device and 
is exchanged based on near field communication or other 
wireless communication means. Remote mobile payment 
occurs when mobile device used to make purchase does not 
interact with the merchant’s POS.  
   Different architectures have been developed to explain how 
mobile payment systems work. For this research, the focus 
will be on EMV architecture for mobile payment system 
based on NFC technology. NFC is a technology similar to 
Bluetooth that enables a radio connection between two 
electronic devices within proximity to each other. NFC 
technology is not directly associated with financial 
transactions like the EMV standards.  One of NFC’s 
applications however, is enabling contactless payments via 
mobile devices, in addition to its much broader applications 
for data transfer, keyless door entry and much more [16]. It is 
a technology which has already been adopted in Europe, Asia 
and gaining traction in North America [13]. 
  The research conducted in [17] proposes a solution to 
overcome the security weaknesses in the mobile proximity 
payment by using a protocol that guarantees mutual 
authentication and confidentiality between the entities 

involved in the payment. The paper noted that the 
introduction of NFC payment to the EMV system opens new 
ways of attack that do not require physical contact between 
the payment token and the POS terminal.  
   Data between the mobile phone and the POS terminal are 
exchanged over the air and are susceptible to interception. 
Also, contactless micro payments do not require Personal 
Identification Number (PIN). Customers can tap their NFC 
mobile phones on a contactless POS terminal to make 
purchase. To overcome the observed security weaknesses in 
mobile proximity payment, they proposed a protocol that 
provides mutual authentication between an NFC mobile phone 
and a POS terminal by sharing a session key. This is made 
possible by means of trusted party Authentication Server 
(AS). This protocol makes use of symmetric keys. The POS 
and emulated card are provided with an identifier (ID) and a 
symmetric key shared with the AS. The AS has the same 
function of a Certification Authority but overcome the 
limitations of the emulated smart card as mentioned in the 
paper. 
  Another research based on a mobile payment model called 
Mobile Payment Consortia System (MPCS) was proposed in 
[18]. MPCS is a payment model used to carry out transactions 
between different banks and academic institutions using 
mobile phones. The client must have an account with a bank 
and the bank must be registered with the institution consortia. 
Each client has an institutional ID with secured mobile 
Personal Identification Number (mPIN) provided by MPCS, 
when a client request for payment service is send to MPCS. 
MPCS sends an encrypted message to the client for 
authentication. Client authentication is achieved by decrypting 
the message with the mPIN (stored in a personal secure 
environment) and responding to MPCS in encrypted format. 
MPCS decrypts the client response using the mPIN to validate 
the client’s mPIN number. When the validation process is 
complete, clients’ mPIN numbers are mapped to their 
respective banks and verified with their accounts. The mPIN 
is also mapped with the Authentication Server-Institution 
(AS-I) to validate request. MPCS model is developed 
specifically for students to make payment of fees using their 
mobile phone. 
   Unfortunately, many of these researches lack an intuitive 
approach to analyze the security vulnerabilities in the mobile 
payment architecture and underlying mobile payment 
application and also provide information about the severity of 
these vulnerabilities to help in prioritization of risk mitigation 
activities. It is however important to provide more 
contributions to the existing mobile payment system from a 
security perspective in order to enhance its adoption and also 
maintain same level of security already in place in traditional 
EMV card payment transaction. 
 

3. MOBILE PAYMENT SYSTEM ARCHITECTURE 
  EMV mobile payment system architecture consist of the 
following entities namely customer’s mobile device, issuer, 
acquirer and merchant’s POS.  Figure 1 shows generic mobile 
payment system architecture as proposed by EMV standard. 
Authorization is the process through which issuer approves or 
declines a mobile payment transaction. 
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Figure 1: Mobile Payment System Architecture 
 
  The authorization process helps to monitor mobile payment 
transactions to detect fraudulent use of mobile phone and POS 
terminal; and makes the decision regarding whether to 
approve or decline the transaction by validating the dynamic 
cryptogram [19]. Clearing is the process of transferring 
payment transaction data between processor and issuer.  
   Mobile device is used as payment token and it contains 
EMV compliant-payment application and cryptographic keys 
stored on tamper-resistant component of the mobile device 
called Secure Element (SE). Secure element in the mobile 
device provides a tamper-proof environment for storing 
payment data, performing cryptographic functions, and 
achieving transaction security. SE can be a dedicated 
microchip that is embedded into the NFC-enabled mobile 
device or integrated in another smartcard or security device 
that is used within the NFC device. It can also come in form 
of UICC (Universal Integrated Circuit Card) often referred to 
as Sub-scriber Identity Module (SIM card) or a Secure Digital 
(SD) memory card [9].  
  The issuer will provide and deliver EMV compliant-payment 
application to SE of the mobile device during an OTA 
provisioning process. Mobile device personalization stage 
involves customizing payment application with customer 
payment information. This personalization process used in 
mobile payment systems relies on the same foundation 
defined by EMVCo in terms of formatting the data using 
EMV Card Personalization Specifications, and ensuring the 
highest level of security and confidentiality by using industry-
proven cryptographic standards defined by EMVCo [4]. 
EMVCo manages, maintains, and enhances the EMV 
Integrated Circuit Card (ICC) specifications for chip-based 
payment cards, contactless payment, mobile payment and also 
acceptance devices like point of sale terminals and Automated 
Teller Machines (ATMs) [20]. After personalization process, 
the mobile device is ready for use to make payment. 
  One of the NFC mobile payment applications is Google 
Wallet (GW). As of September 2012, many retail stores are 
accepting Google Wallet at merchant’s point of sale terminals. 
A user must switch on the display of the mobile device that 
the application is stored. GW requires a four-digit Personal 
Identification Number (PIN) to authenticate users and grant 
access to the SE. The PIN is stored as a Secure Hash 
Algorithm, (SHA-256) hash on the mobile phone. Since the 
PIN can only be a four-digit value, a brute-force attack on the 
mobile phone will only require calculating at most 10,000 

SHA-256 hashes. Five invalid PIN entry attempts is only 
allowed on GW before locking the user out. To make a 
payment, the user unlocks his mobile phone and the mobile 
payment application’s unique PIN is entered; the mobile 
phone is now tapped against a NFC compatible POS terminal. 
Payment credentials are transferred to the merchant. The 
merchant receives a confirmation on the POS terminal and a 
receipt is printed, while the customer receives a confirmation 
on the mobile device [25], [26]. 
 

4. ANALYSIS OF MOBILE PAYMENT SECURITY 
ARCHITECTURE 

  Security in mobile payment system is the provision of 
confidentiality, integrity, authentication, authorization, 
assurance, and non-repudiation in every transaction. Security 
architecture can be defined as the design artifacts that describe 
how the security controls are positioned, and how they relate 
to the overall information system architecture. Critical data 
involved in financial transaction must be stored securely in the 
mobile device or in issuer’s storage infrastructure [24]. 
  Mobile payment security architecture examines the way 
security is built into mobile payment system architecture in 
order to achieve mobile payment security requirements. 
Cryptographic key management helps to prevent the mobile 
payment system from being compromised by an attacker. The 
study of this security architecture will help to identify the 
existing security measures built into mobile payment system; 
assess how these measures are able to secure the system, and 
also provide insight to the vulnerabilities that still need to be 
mitigated.  
   The Figure 2 shows mobile payment security architecture 
with placement of security controls. We assume that the 
existing control is similar to what we have in traditional EMV 
payment architecture.  Payment information provisioning and 
personalization processes between mobile device and issuer 
are protected based on Public Key Infrastructure (PKI) system 
using Secure Socket Layer version 3 (SSLv3) or Transport 
Layer Security (TLS). Transport layer security and its 
predecessor, the secure socket layer, are cryptographic 
protocols that provide secure communication for Card-Not-
Present (CNP) transactions over the internet. SSL is used to 
provision the EMV card data to the mobile phone. 
Subsequently, Payment information is protected by the 
emulated EMV certificates and the EMV secret key 
provisioned into the secure element in the phone by the issuer 
[22], [23].  
  A Public Key Infrastructure (PKI) is a system consisting of 
set of hardware and software used for the management of 
public key and distribution of digital certificates which are 
used to verify that particular public key belongs to a certain 
entity. The PKI creates digital certificates which map public 
keys to entities, securely stores these certificates in a central 
repository, and revokes them if needed when it is not in use 
[21]. Figure 2 shows how security controls are placed in 
mobile payment system architecture. 
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Figure 2: Mobile Payment Security Architecture 
 

   Certification Authority (CA) is trusted entity that issues 
digital certificates to users within a PKI system and provide 
status information about the certificates the CA has issued. 
The digital certificate certifies the ownership of a public key 
by the named subject of the certificate [27], [28]. Both issuer 
and acquirer have their individual public key pairs; therefore 
generates digital certificates. The CA authenticates the public 
keys of both the issuer and acquirer. CA certifies the public 
key of the issuer using its private key. The POS terminal 
retrieves its stored copy of the CA public key and used it to 
verify the issuer’s public key certificate. Subsequently, the 
POS terminal also gets the issuer’s public key from the issuer 
public key certificate and used it to verify the dynamically 
signed mobile payment data. The CA’s public key is 
distributed to the acquirer and the POS terminal. POS terminal 
used the public key to verify that the issuer’s public key was 
certified by the CA.  
  Mobile phone (emulated EMV card) authentication to 
merchant’s POS terminal is similar to EMV card 
authentication. Dynamic Data Authentication (DDA), 
Combined Dynamic Data Authentication (CDA) and Fast 
Dynamic Data Authentication (FDDA) are authentication 
methods that can occur in mobile payment system. DDA 
makes each mobile payment transaction unique to protect 
payment data from customer phone to POS terminal. For each 
transaction, the POS terminal requests that the mobile phone 
generate a cryptogram based on a random data element sent to 
it, a valid cryptogram is generated and verified when the 
transaction is authorized. This cryptographic value and 
transaction-specific data is validated by the POS terminal to 
protect against data breach. The mobile phone must be present 
to generate a valid cryptogram which is verified offline or 
online during transaction authorization stage. Dynamic data 
authentication method used by mobile phone will lower 
payment fraud because stolen payment card information will 
not be used to make counterfeit cards or fraudulent online 
transaction. Dynamic cryptogram provided by issuer improves 
mobile payment security [21], [22]. The Figure 3 shows 
description of dynamic data authentication process [29]. 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
    
 

Figure 3: Dynamic Data Authentication in Mobile Payment 
System 

 
- PI  is the public key of the issuer certified by the  

certification authority’s private key. 
- The POS terminal uses the CA public key (PCA) to 

verify the signature on the issuer’s public key. 
- The public key of the CA (PCA) is distributed to the 

acquirer and resides on the POS terminal. 
 
  Combined Dynamic Data Authentication (CDA) is a 
variation of DDA. It is also known as Combined DDA with 
Application Cryptogram (AC) generation. CDA combines a 
request for dynamic signature calculation and application 
cryptogram in one command. This offers an extra layer of 
security to ensure payment token validity when performing 
offline transactions. Certain payment brands require CDA for 
offline contactless transactions. MasterCard PayPass 
contactless payment uses CDA. CDA protects against static 
data authentication certificate cloning, card skimming, and 
counterfeiting [32]. 
   Visa PayWave uses a new variant of DDA named Fast 
Dynamic Data Authentication (FDDA). FDDA transactions 
use a new protocol sequence which significantly speeds up the 
processing of Visa NFC transactions [33]. FDDA puts a 
digital signature on the transaction details including the 
amount and this signature can be use to verify the amount. 
The FDDA dynamic signature is generated at the early stage 
of the transaction to complete the transaction before the 
customer’s payment device moves away from the POS 
terminal [34].             
  Additional layer of security is provided by using pin 
authentication on both customer’s mobile phone and EMV 
compliant-payment application stored on the mobile phone.     
By comparing the mobile payment system and security 
architectures, we can see that the confidential payment 
information exchanged through NFC contactless interface in 
the system architecture is protected using dynamic cryptogram 
as shown in the security architecture. With all these security 
controls, mobile payment systems are still vulnerable to 
different security threats ranging from vulnerabilities in the 
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mobile device as payment token, vulnerabilities in the use of 
SSL/TLS, and vulnerabilities in the mobile payment 
application provisioned on the mobile phone. An open 
framework like CVSS is needed to generate consistent scores 
that will accurately represent the impact of these 
vulnerabilities on the security requirements of mobile 
payment systems [35]. The following sections provide more 
information about CVSS and its application to mobile 
payment systems 
 
5. INTRODUCTION TO COMMON VULNERABILITY 

SCORING SYSTEM 
  Providing a list of vulnerabilities is all well and good but 
without any ranking of risk factors, it is difficult task to decide 
which vulnerability is more critical than other to assist in the 
prioritization of risk mitigation process. Common 
Vulnerability Scoring System (CVSS) provides an open 
framework for communicating and documenting the major 
characteristics of vulnerabilities, and also for measuring 
potential impacts of exploitation of these vulnerabilities. It 
applies a severity level, or CVSS score to each information 
system vulnerability. CVSS scores range from 0 to 10, where 
10 represent the most critical score [36].  
  According to the technical and operation requirements of the 
Payment Card Industry Data Security Standard (PCI DSS) 
guidelines in [37], for a component to be considered 
compliant, it must not contain any vulnerability that has been 
assigned a CVSS base score equal to or higher than 4.0. The 
PCI DSS is a mandatory requirement for all the entities 
involved in payment card processing such as the merchants, 
acquirers, issuers, service providers and all other entities that 
store, process or transmit cardholder data [47]. Any CVSS 
base scores between 0.0-3.9, 4.0-6.9, and 7.0-10.0 are 
considered as “Low”, “Medium”, and “High” respectively in 
term of severity ranking. 
   To properly and effectively quantify vulnerabilities for 
prioritization purposes, it is not advisable to rely mainly on 
the base score generated by the National Vulnerability 
Database (NVD). Instead, organizations are required to add 
the environmental information so as to have a true picture and 
properly prioritize the response process that can be selected to 
mitigate the vulnerabilities [38].  
 

5.1 CVSS METRIC GROUPS 
  CVSS scores are composites derived from the following 
three categories of metrics [35]. The three metrics groups are 
defines as follows: 

� Base metric group - This group represents the 
properties of vulnerability that do not change over 
time. Six different metrics are classified under this 
group: access vector (measures whether a 
vulnerability can be exploited locally or remotely), 
access complexity (measures the complexity of 
attack required to exploit the vulnerability once an 
attacker has access to the target system), 
authentication (measures the level of authentication 
needed to exploit the vulnerability), confidentiality 
impact (measures the impact on the confidentiality of 
a successful exploit of the vulnerability on the target 
system), integrity impact (measure the impact on the 
integrity of a  successful exploit of the vulnerability 

on the target system), availability impact (measures 
the impact on availability of a successful exploit of 
the vulnerability on the target system ) 

� Temporal metric group - This group represents the 
vulnerability characteristics which change over time 
but not through the user environment. Three metrics 
are defined under this group: exploitability (measures 
the level of exploitability of the vulnerability), 
remediation level (measures the level of an available 
solution or remedy), and report confidence (measures 
the degree of confidence in the existence of the 
vulnerability and the credibility of its report). 

� Environmental metric group - This represents the 
implementation and environmental specific qualities 
of vulnerability. These are user defined qualities that 
reflects the characteristics of vulnerability with 
reference to a specific environment. Two metrics are 
used here: Collateral Damage (CDP) (measures the 
potential for a loss of physical equipment, property 
damage or loss of life), Target of Distribution (TD) 
(what percentage of the systems is susceptible to the 
vulnerability). The Confidentiality Requirement 
(CR), Integrity Requirement (IR), and Availability 
Requirement (AR) increases or reduces the impacts 
of the base metrics group according to the 
importance of these security requirements [36]. 
 

6. ANALYSIS OF CVSS ENVIRONMENTAL 
METRICS ON THE VULNERABILITIES IN 

MOBILE PAYMENT SECURITY 
ARCHITECTURE 

  This section examines vulnerabilities in some components of 
the mobile payment security architecture. We studied and 
found some vulnerabilities in mobile device (NFC mobile 
phone), SSL implementation, and the mobile payment 
application used to store customer payment information as 
recorded in NVD. We also look at the impact of the 
environmental metrics on the CVSS base scores of these 
vulnerabilities using CVSS calculator to generate some 
scores. These vulnerabilities and their associated CVSS 
analysis are described in the following subsections. 
 
6.1 VULNERABILITY SUMMARY FOR CVE-2008-5827 

(NOKIA 6131 NFC PHONE) 
  The NVD entry in [39] CVE-2008-5827 describes 
vulnerability in the Nokia 6131 NFC phone. This explains 
vulnerability in the mobile device as a mobile payment token. 
This mobile phone is used in cooperation with MasterCard 
and Citibank as a wireless or debit card to transfer payment 
information to merchant’s POS [40]. This vulnerability could 
allow a remote attacker to execute arbitrary code on the 
system. This is caused by an error when handling NFC Data 
Exchange Format (NDEF) tags. Software installation 
automatically occurs after the download of a Java ARchive, 
JAR file. By persuading a victim to download a .JAR file 
containing a specially-crafted Uniform Resource Identifier, 
URI record in an NDEF tag, an attacker can exploit this 
vulnerability to execute arbitrary code.  
   Exploitation of vulnerability leads to unauthorized access, 
disruption of service, and unauthorized disclosure of 
confidential customer’s payment information. No remedy is 
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available as of February 1, 2013 for this vulnerability [41]. 
The CVSS base score of CVE-2008-5827 is 7.5, Impact 
Subscore of 6.4, and Exploitability Subscore of 10.0. The 
Tables 1 below shows effect of different 20 possible 
combinations of environmental metrics on the CVSS base 
score as generated by CVSS calculator.  
   From the overall CVSS scores generated for CVE-2008-
5827 in Table 1, it shows that the overall CVSS scores can 
range from value 0.0 up to 9.2; that is from ”Low” to ”High” 
in term of severity ranking. Table 1 shows that when the 
environmental metrics are considered in the context of mobile 
payment system, the Overall CVSS score can actually be as 
high as 9.2, and as low as 0. These values further show that 
the CVSS base score value alone may not reveal the true 
picture of the state of the vulnerability when considered in the 
user environment (mobile payment environment).   
 

CDP TD CR IR AR Overall 
CVSS 
Score 

None None Low Low Low 0.0 
None Low Low Low Medium 1.6 
None Low Not 

Defined 
High Medium 2.0 

None Medium Low Low Low 4.1 
None Medium Low Low High 5.2 
None Not 

Defined 
High Low High 7.9 

Low High High Low Medium 7.7 
Low-

Medium 
High Low High High 8.5 

Medium-
High 

High Not 
Defined 

High High 8.9 

High Low High Not 
Defined 

Not 
Defined 

2.2 

High High Medium High High 9.1 
High Not 

Defined 
Medium Low High 8.7 

High Not 
Defined 

Low High High 9.0 

Medium- 
High 

High High High High 9.2 

Low-
Medium 

Medium High Low High 6.4 

None High Not 
Defined 

High High 8.2 

Not 
Defined 

Low Not 
Defined 

Medium High 2.0 

      
Not 

Defined 
Not 

Defined 
High Not 

Defined 
High 8.2 

Not 
Defined 

Not 
Defined 

Not 
Defined 

Not 
Defined 

Not 
Defined 

7.3 

 
 Table 1: Possible Combinations of Environmental metrics for 

CVE-2008-5827 
 

6.2 VULNERABILITY SUMMARY FOR CVE-2012-5810 
(CHASE MOBILE BANKING APPLICATION) 

  The NVD entry CVE-2012-5810 in [42] describes 
vulnerability in Chase mobile banking application for Android 
operating system. This describes vulnerability in the mobile 
payment application used in mobile payment system. The SSL 
connections established by this mobile payment application on 
Android mobile phones are insecure against man-in-the-
middle attack; which is exactly an attack that SSL is intended 
to protect against. This allows a network attacker to capture 

credentials, such as username and password, of any Chase 
customer using this application, along with the rest of their 
session. It was found that this application and the SSL 
libraries examined did not reject self-signed or third-party 
digital certificates as they would be expected to do for 
ensuring secure communications. 
  According to research conducted in [43], it was noted that 
chase mobile banking application overrides default 
x509TrustManager which causes the application to fail to 
check the requesting server’s certificate. This allows man-in-
the-middle attacker to spoof SSL server via an arbitrary valid 
certificate due to broken SSL certificate validation in many 
applications and libraries. The CVSS base score of this 
vulnerability is 5.8, Impact Subscore of 4.9 and Exploitability 
Subscore of 8.6. The Table 2 below shows 20 possible 
combinations of environmental metrics on the CVSS base 
score as generated by CVSS calculator.  Table 2 shows that an 
estimated number of vulnerable endpoint mobile devices can 
affect the Overall CVSS score. For example, from the Table 2, 
we can see that when the Target of Distribution (TD) changes 
from “Low” to “High”, the Overall CVSS score increases 
from 1.0 to 7.2 respectively. 
 

CDP TD CR IR AR Overall 
 CVSS 
Score 

None None High High High 0.0 
None Low Low Low Low 1.0 
None Medium Low Low High 3.1 
None Medium Low High Low 4.4 
Low None High Low High 0.0 
Low Medium Low High Not 

Defined 
4.7 

Low High Medium Not 
Defined 

High 6.0 

Low High High High Low 7.2 
Low High High High High 7.2 
Low-
Medium 

Medium High High Low 5.9 

Low-
Medium 

High Low Not 
Defined 

High 6.4 

Low-
Medium 

High Medium Low Low 6.4 

Medium-
High 

None High Medium High 0.0 

Medium-
High 

None High High High 0.0 

Medium-
High 

Medium Low Low Low 4.8 

High Not 
Defined 

High High High 8.4 

High Not 
Defined 

Not 
Defined 

Not 
Defined 

Medium 7.8 

Not 
Defined 

Not 
Defined 

Not 
Defined 

Low Not 
Defined 

4.9 

Not 
Defined 

Not 
Defined 

High High Low 6.9 

Not 
Defined 

Not 
Defined 

Medium Medium Not 
Defined 

5.6 

 
Table 2: Possible Combinations of Environmental Metrics for 

CVE-2012-5810 
 

6.3 VULNERABILITY SUMMARY FOR CVE-2010-2913 
(CITIBANK MOBILE APPLICATION)  

  Another vulnerability is recorded in NVD entry CVE-2010-
2913 [44] which describes vulnerability in Citibank mobile 
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application. This flaw can allow a local attacker to obtain 
sensitive information, caused by the storing of account data in 
a hidden file. This vulnerability can be exploited by a local 
attacker by using the mobile device or a synchronized 
computer to obtain security access codes, PIN, account 
numbers, and other sensitive financial information. Once the 
attacker gets the PIN, they have full access to the credit card 
information stored on the mobile payment application and 
they can use the phone to make purchase [45], [46]. 
  This low risk vulnerability has a CVSS base score of 2.1, 
Impact Subscore of 2.9, and Exploitability Subscore of 3.9. 
Table 3 below shows 20 possible combination of CVSS 
environmental metrics for CVE-2010-2913. Based on the 
values generated in the Table 3, it shows that the Citibank 
mobile application is not PCI-DSS compliant because it 
contains vulnerability with CVSS score equal to or high than 
4.0. Also, when possible combinations of CVSS 
environmental metrics was put into consideration, the  Overall 
CVSS score increased from 2.1 up to 6.5. This increases the 
severity ranking of this vulnerability from ”Low” to 
”Medium”  when considered in the context of mobile payment 
environment. 
 

CDP TD CR IR AR Overall 
 CVSS 
Score 

None None Low Low Low 0.0 
None Low Low Low Low 0.3 
None Low Medium Low High 0.5 
None Low High High Low 0.8 
None Low High Not 

Defined 
Not 
Defined 

0.8 

None Medium Medium High High 1.5 
None Medium High Low Low 2.2 
None High Low High Low 1.1 
None High Medium Low Low 2.0 
None High High Medium Low 3.0 
None High High Medium Not 

Defined 
3.0 

Low Low High Medium High 0.9 
Low Medium High High Medium 2.8 
Low High High High Medium 3.7 
Low-
Medium 

High Medium Medium High 4.4 

Low-
Medium 

High High Medium High 5.1 

Medium-
High 

High High Low Medium 5.8 

High High Medium Low Low 6.0 
High High High Low Low 6.5 
High High High Medium Not 

Defined 
6.5 

 
Table 3: Possible Combinations of Environmental Metrics for 

CVE-2010-2913 
 

7.  CONCLUSION AND  FUTURE WORK 

   We have been able to provide security insight into existing 
mobile payment system and reviewed some of the 
vulnerabilities that can be still be exploited by an attacker. 
The focus is on the vulnerabilities in the mobile phone as the 
payment token and the mobile payment application. Possible 
combinations of environmental metrics are considered and are 
applied to mobile payment system vulnerabilities stored in 
NVD database.  These results can be used for prioritization of 
risk mitigation activities and in making decision about 

selection of mobile phones and mobile payment applications. 
This research raises security awareness in mobile payment 
system.  The future work can be done in the area of digital 
wallet payment in which payment information is stored with 
the cloud service provider. This means that cardholders' 
account details will no longer be stored on a secure element 
within a mobile phone, but will instead be maintained online 
with a cloud service provider (in the case of PayPal payment 
system). 
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