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Abstract

Videoconferencing over Internet Protocol (IP) iseal-time, collaborative, virtual communication ttobBlowever,
current videoconferencing technology has not begih \with the protection of the participants’ privain mind. It is
concerned only with the privacy of the conferenessgon, using available techniques such as enorypiihe
popular use of videoconferencing has led to sexvanaipliance issues related to privacy and to tiséeption of the
participants’ personally identifiable informatioRlI().

The purpose of this paper is to identify the privesks associated with PIl and to raise awarepnétise challenges
and shortcomings of privacy laws related to bottorded (stored) and unrecorded videoconferencisgices. It
does not address technical challenges incurrechglihie deployment of the infrastructure or threéatpersonally
identifiable data/information vulnerabilities.

The research is based on the author’s experientewdeoconferencing while working with Alberta lreang and
Alberta Education, as well as on an extensiveditee review of secondary sources. This combinatiosources
reveals the current privacy risks to participaf’ and the challenges to organizations to mitightse risks. By
analyzing the technical, legal, and policy issum®ived with videoconferencing, it also identifige challenges of
compliance with thérivacy Act [1] in order to ensure that the protection of ggsants’ Pl is consistent with the
law.

Key Findings

This paper provides recommendations for participamtrganizations, and system administrators. Binatl
emphasizes the need for further research. It stppuee key findings:

There are compliance concerns. Compliance with the current privacy laws can bhallenging in Alberta especially
when videoconferencing sessions are recorded.

There are challenges. The current privacy and paramountcy laws [11] enilchallenging for organizations to obey
privacy laws while participating in a videoconfecersession unless it is within the organizatiorerEi the session
is not recorded, inter-organizational sessions laksc the participants’ Pll to third parties. Thisntravenes
Alberta’s Freedom of Information and Protection of Privacy Act (FOIP) [2] unless there is informed participant
consent.

Thereisa need for awareness. Each affected individual must be aware that hises consent is required by a public
body for the collection, use, and disclosure of Riformed participant consent cannot be obtainedatidated
without knowing the identity of the authority; thmurpose of all the involved organizations’ use,ess¢ and
disclosure; and the compliance of such organizatieand the sessions—with applicable laws.

Although the research examined videoconferencingapy issues in Alberta, many if not all of the abokey
findings are also applicable globally to any juiision.

! Note: In the following discussion, “section X” indicates a section in an Act; “s. X” indicates a section within this
research paper.



1.0. Introduction

Internet-based videoconferencing is becoming irginggly prevalent with the widespread implementatidrhigh-
speed Internet in business, government, health, egluttational settings. No one can deny the vasgflierof
videoconferencing for organizations, people, and #émvironment. Students have new ways to gain kdua
educational information and experiences. Otherstriks are trying to lower costs, as well as imgatrbusiness
models that use e-services to expand markets taineoompetitive and sustainable. These developmiesme
involved a greater use of videoconferencing as rngonication tool—an economical and ecologicalleridly
technology that reduces travel budgets and carbossens.

The use of videoconferencing however, does not caiitieout issue. There is a high risk of potent@litnpact
privacy. If an individual or group of individuals impacted by a breach of privacy, the effectstimalarming and
long lasting. Organizations risk losses that cdaddevenue-based, reputation, undermining of denfie, not only
with their clients and staff, but amongst all intlies.

The author acknowledges that there are technicallestyes during the deployment of videoconferencing
technology, such as bypassing or opening portsarfitewall. This paper does not address Pll datlmerabilities,
threats during transmission (e.g., from man-inshdele attacks etc.) or threats from a failure oms security
mechanism within the organization such as hackstglen or lost equipment, poor process, or duriogage on
other media. It also does not address vulneraslitithreats, and the impact of several protocokd us
videoconferencing (e.g., transmission control peotinternet protocol (TCP/IP) or the softwaresdlved (e.g., the
applications, device software (router, videoconieneg end points etc.). It also does not addressath from
disgruntled employees. All of these are beyondstiape of this paper.

In summary, the paper enumerates the Alberta E@isl requirements, their applicability to videotemencing over
IP, and the current status of compliance, and ifiesithe following considerations:

» Awareness of protection of risks to Pl requiresrdagrated approach that involves the organizasgatem
administrators, and videoconferencing participaatmrdless of whether the session is stored. Tblsdes
the need for the participants’ awareness of riskheir Pll so that an informed consent can be igexl; for
organizations/system administrators to ensurettf@tuthority to collect/disclose the participar®$l—its
purpose, intent, and use—is clearly conveyed to pheticipants; and for the organizations/system
administrators to conduct a Privacy Impact AssessiffdA) to obtain participants’ informed consent.

» Challenges for the organizations include compliamith thePrivacy Act [1] and technical challenges during
the videoconference session.

» Challenges for the participants include knowing heauiere, and by whom their Pll is being accessed/us
why it is being used and/ disclosed, and by angitom their Pll is being disclosed.

Finally, the paper provides recommendations to awpmprivacy protection for participants in videofamencing. It
also provides recommendations for the organizationssystem administrators to mitigate the chaélerigvolving
privacy, compliance, and protection of participaRi$ when using or participating in videoconfering

2.0. Legislation and Research

As the research shows, a videoconferencing sessish be protected under appropriate privacy letyisia

2.1. Scope

The specific legislation examinedfseedom of Information and Protection of Privacy Act (FOIP, Alberta) [2] and
FOIP regulations [3]. FOIP [2] is similar to the other provincial privacy Actfor the public sector, to private sector
legislation in Alberta including AlbertaBersonal Information Protection Act (PIPA) [4], and to federal legislation
for the private sector including thersonal Information Protection and Electronic Documents Act (PIPEDA) [5].
Therefore, many of this paper’s conclusions havectlirelevance to private sector videoconferendinth in
Alberta, across Canada as well as globally.



This is the first research study of its kind thdtlieesses privacy risks for individual participaatel compliance
challenges for organizations engaging in videocameing sessions. Consequently, it was difficulfitd literature
pertaining to this topic (see Appendix A). Therktiire review was in four broad areas:

» Privacy law: the relevant subsectiond=@IP [2], paramountcy laws, investigations conductedhgyOffice
of the Information and Privacy Commissioner, Albgi@®I1PC) [6], and other related articles

» A brief review of the Alberta public sector (seep®mdix B.)
» Current privacy practices in videoconferencingb(d)

» An analysis of Privacy laws and videoconferencim@iberta

The research is based on the following sources:
e FOIP [2], includingRegulations [3]

» Canadian Institute of Chartered Accountants. Generally Accepted Privacy Principles (GAPP) [7] (a
universally accepted standard—see 3.2 below)

» Statistics and analysis of investigations condudietiveen 1997 and 2008 by the offices of the pyivac
commissioners in Alberta [6] (see Appendix C)

» Various studies by graduate law students that ferged by the federal privacy commissioner [10]
» Paramountcy laws in Alberta [11] (See Appendix D)

» Areview of 78 public sector websites for the auittydo collect Pll, as well as posted policies fisruse,
disclosure, retention, and destruction. Appendprvides a complete list of these, and the resulis
discussed in s. 5.1.

« “VC Alberta,” a basic online videoconferencing rasme for Alberta [12]
e Privacy surveys [13, 14]

» Personal observations during the author’s tenufdierta Learning and Alberta Education (2000 —2007

Currently, non-compliance with tHerivacy Act [1] for videoconferencing is likely a result ofsurfficient awareness
of the need for privacy protection. However, befdigcussing this, it is important to understandapglication of
videoconferencing in Alberta.

3.0. Videoconferencing in Alberta

In Alberta, videoconferencing is being rapidly implented with the acceptance of the technology @ndability
for deployment since the completion in 2005 of Alberta SuperNet, a provincial multiprotocol lalsslitching
network. It enhances and improves the efficiencpmganizations with limited resources and experispecially
those in remote communities. Alberta’s videocorieneg over IP standard i4.323 [15].

3.1. Sponsored by the Government of Alberta

In health, telemedicine, patient monitoring, couiivsg, and consulting services are available tagas and clients
regardless of their location. There is also a sgirpatential for opportunities in telesurgery. Thesevide greater
efficiency and cost savings due to the reductiothéneed for patient transfer to larger urbanersnt

In law enforcement, some of the current applicatiohthis technology include protection from darmger criminals
while they appear in court when the safety of an@ss or the public is a concern, consultation cd@used with
their counsel, and hearings between a judge in @mal an inmate who remains in detention.

In education, both K-12 and post-secondary ingbitigt have implemented videoconferencing. Albertetognized
as a leader in this technology and its integraftld in the K-12 public and separate school systéPast-secondary
institutions use it for the delivery of distanceuleing to remote community learners as well ascfdlaborative
activities.



Other ministries are using videoconferencing tarshiaformation, consult, and collaborate with thetimkeholders
and counterparts.

3.2. Local, National, International Context of Ry Laws

Organizations in Alberta must ensure that they dgmjith the privacy protection legislation for videonferencing.
They must also consider how the other organizatamd jurisdictions both nationally and internatibyawill
protect the privacy of PIl in a multi-territory \@dconference-over-IP session. The majority of ggvarinciples
globally are based on ten interrelated privacyqiples of the Canadian Institute of Chartered Actants, which
are called Generally Accepted Privacy PrincipleaA&B) [7]. However, there are differences in how frévacy
laws are enacted, implemented, monitored, and esdprsince these are dependent on the politicaietsd,
religious, and cultural environment. The logicatpsttoward achieving universality of privacy protentof PII
would be to develop an international standard fargey protection of individuals whenever Pll isaséd.

3.3. Privacy Compliance in Alberta

Compliance with privacy Acts is a mandatory requieat in Alberta for all public bodies and privatstr
organizations to protect the PII of individuals! public bodies in Alberta that either have custadyare in control
of PIl must comply with section 4 &fOIP [2] (with some exceptions such as personal natt decision etc., of
judicial or quasi-judicial capacity) which is dissed in the next section. These include all depants, health
providers, libraries, municipalities, law enforcetheagencies, and educational institutions fully ded by
government. All other organizations must comply hwRIPA [4] or PIPEDA [5]. All of these bodies and
organizations must limit the collection of PII ts intent. PIl should be destroyed when it is nogler required by
sections 5(a), (b) and section 35-@IP [2] or as directed by paramountcy law[11].

3.4. FOIP Act of Alberta: Protection of Persondtgntifible Information in Public Sector

Policy on the protection of PII in the Alberta pigldector is based on the Model Code for the Ptioteof Personal
Information [17]. The Model Code is the basis fasahprovincial protection of personal informati@uislation as
well as for the federdrivacy Act [17] andPIPEDA [5].
The purposes dFOIP [2] are stated in section 2 of the Act:

a) to ensure and contol the public right to accessdinidual’s records in the custody of a public lppd

b) to control the manner of collection, use, and disgte of P1l by a public body;

c) to allow and control an individual’s right to acseheir Pl in the custody of a public body;

d) to allow individuals their right to request corriect of their Pll held by a public body;

e) to provide for independent review of decisions mbag@ public body and resolution of complaints.

3.5. The Scope of The Freedom of Information Ptaieof Privacy Act (Alberta)

The scope ofOIP [2] is defined in section 3. The section that etffethe purposes of this paper is 3(e) which
controls but does not prohibit access, transferage, and destruction of personal informationti6ei3(a) (“No
personal information may be collected by or forubliz body unless the collection of that informatis expressly
authorized by an enactment of Alberta or CanadalbosdinatesFOIP [2] to a number of industry-specific
paramountcy laws [11], listed here as Appendixf@hére is any conflict between these laws andptio@isions of
FOIP [2], the provisions of the paramountcy laws [168\mil.

4.0. Methodology

The methodology consists of an extensive literatengew, the key findings (see Appendix A), and adified
privacy impact assessment (PIA) (see Appendix THe modification of PIA was necessary to addregs th
videoconferencing sessions specifically as theimalgPIA could not adequately address or provide tfee
considerations for a participant or multi-organiaas.



The purpose of the literature review is to asseshrtical and operational compliance and policy lehges of
information about videoconference sessions for amess of and compliance wiEOIP [2]. All privacy breach
surveys currently available on the Internet (in &g were examined. The key finding was that theseeys are
not granular enough and do not categorize Pll wesby the application or the technology used. dfbee, current
published data specific to videoconferencing Pélazhes does not exist.

The modified PIA of videoconferencing was useddentify the risks (i.e., threats to PII) it has bemsing (see s.
5.5). The assessment included identification ofnelets in videoconference session information B@IP [2]
requirements; of the current level of awarenes@ddoconference session information, and of theerurstatus of
compliance, and determination of the applicabiity-OIP [2] and the authority to collect/disclose PII.

5.0. Analysis of Privacy Awareness, Challenges andompliance for Videoconferencing
Session Information

The analysis of awareness, challenges, and conapliari videoconferencing with thEOIP [2] was done
extensively through discussion and other tools

5.1. Awareness of Videoconferencing Session Inftiona

Awareness of any risk assessment for Pll of angdiltions should include organizational, informatigecurity
professionals, system administrators, and data mwvidéthough this is not done presently, for videoierencing, it
should also include participants’ PII risk consat@rn, so that they can be appropriately informed.

There are no privacy compliance issues with mutiptations within a single organization for videnferencing,
regardless of whether the sessions are recordeddprvided the organization has the informed consérihe
participants and use of the content is containethimithe organization. If the session is being rded, the
organization will also require the authority und@IP [2] to collect the PII. Assuming that informed sent and
proper authority has been identified it is stilcagsary to implement appropriate access controls.

However, in multi-organizational videoconferencingrganizations need to be aware of how the multi-
organizational, national, and trans-national videderences can impact the risks to compliance piitbacy laws
and to the participants’ PIl. This applies whenehersession is recorded and stored unless pubkc event.

Although awareness of the risks of videoconferegi¢n participants’ Pl is not presently made a gmcern, it
should be so that they will be appropriately infednParticipants in videoconferencing need to barawf what
Pl they are disclosing. This seems like a simplé fundamental step. However, without specific aberstion, it
can be easily overlooked.

5.1.1. Pesonally Identifiable Information at Riskai Videoconference Session Information

Videoconferencing sessions typically contain afl thisible biometric characteristics and some chargstics from
the other categories such as intellectual and patdaformation. Table 5.1 below identifies andeggdrizes the
possible data elements of the PII of a particifpaiat videoconference session.

Personal Identifiable Information

Biometric Information Intellectual Information Personal Information

Facial characteristics Personal opinions Name

Facial expressions Personal beliefs Place of empoy

Iris Personal religious beliefs Location

Fingerprints Personal political beliefs Date otMifimplied)

Movement Business-related information Other persiofiarmation e.g. an anniversary (implied)
Physical disability Confidential information Persbimformation about family members

Mental disability Sensitive information Persondbimation about friends, colleagues, etc.
Racial/ethnic origin Strategic information

Voice Proprietary information

Tattoo, scars, birthmarks Copyright material

% The reader is encouraged to refer to the appendices for details of the information in this section to get the most out of this
research.



Table 5.1: Participant’s Videoconference Session farmation

5.1.2. Applicability of the Freedom of Informaticand Protection Act to Videoconference Session
Information

Section 1(q) inFOIP [2] (Alberta) defines aecord as “a record of information in any form and inasdnotes,
images, audiovisual recordings ... photographs, .t.ghaduces records ...[18]".

The act is applicable to any record that is indhstody or control of a public body Section 96 &AF [2].

Section 1(n) inFOIP [2] (Alberta) definespersonal information as “recorded information about an identifiable
individual, including [but not limited to] the inddual's name, home or business address or honiriginess
telephone number, ... race, national or ethnicimrig. fingerprints, other biometric information, personal views
or opinions, except if they are about someone [¢&E"

In numerous investigations, the privacy commissiotistinguishes between public and private spacmédn)
within the public sector. The information in thetseo sections and from Table 5.1 leaves little dotltat the
contents of a videoconferencing session, whenatisd, recorded, or stored on any media, must cowipty~OIP

[2] if the session is in the private domain of dlwibody. A private domain of a public body candefined for the
purposes ofOIP [2] as one where the contents are only availatnau$e within the organization. For example, a
classroom in a school is considered a private dojraipublic event is a public domain, and its cot#eare
available to anyone, internally or externally. Hoee the information in the public domain still nhlee protected
similarly to any other information of the organipat It is important to realize that individual faipants’ Pll is
being disclosed regardless of the domain of thdipbbdy.

In videoconferencing sessions between multiple miegdions (in the private domain, recorded or naet)ch
disclosure contravenes the disclosure criteri&®©fP [2], section 40, unless the participants give rthiormed
consent.

Furthermore, if the videoconference session isroEmbin Alberta, an individual's permanent recardreated and it
must comply withFOIP [2].

5.1.3. Current Status of Protection of Personaéntifiable Information in Alberta for Videoconferee
Session Informtion

Most people are accustomed to participating in imgst inter-organizational events, and seminart wiry little
thought or concern for PII protection. Howevertwal meetings such as videoconference sessiongeecpreful
consideration for personal privacy protection egdgcwhen the session may be recorded. This isbse of the
potential of PIl becoming a permanent record aridgon the custody of external organizations. Itame that the
individuals are no longer in control of their Pil.is very difficult, if not impossible, for orgarétions/users to be
accountable for the PIlI contained in videoconfeimpcsessions. The risks of compromise of Pll acreased
dramatically when it is stored in multiple locatson

Use of a videophone in an organization is simitaparticipating in a videoconferencing sessionhltedansmit PlI
as defined inFOIP [2]. Users need to be aware of the risks to tidly since it may be shared with other
organizations within Alberta, nationally, or intationally, users of both technologies should berawé#the risks to
privacy in order to make an informed decision. Timsludes organizations, which should obtain arorimied
consent in compliance witROIP [2]. McLennan Ross, an Alberta law firm [23], sentideophone alert of potential
abuse of the individual's privacy to all school s Similar alerts for videoconferencing do nopegr to have
been raised.

An example of one attempt to initiate a detailetigyoon the deployment of videoconferencing in lieedre is the
Alberta Ministry of Health's “Telehealth Videocoméncing Technology Standard [24].” However, it dealth the
security of the network, infrastructure, and patibealthcare records from the perspective of tlgamization. It
does not address the additional personal informatidlected in a videoconferencing session thabitld or would
not collect as part of the health record if it wlem “in-person” care (the patient is in the plogs presence of care
providers), e.g., additional biometrics and nontiealre-related personal comments / opinion exchafigen the
patient, consultant, and other staff present.



The requirements for authority for the collectidrPdl are outlined in section 33 &0IP [2].

In the research, 78 organizations’ website wergedsto determine the authority to collect Pll,dlisure policy,
and the use of the records of the individuals skfee employed) by reviewing the posted policiese(&\ppendix
B). For instance, in the case of school boards,atltbority to collect Pll is defined in tHechool Act (Alberta
Regulation 225/2006) [20] under student records (section 23) and eyg@aecords (sections 33 and 34(2)-6iP
[2]). Similarly, other paramountcy laws for publbiodies (see Appendix D) define the collection/disare of PII.

Paramountcy laws generally limit the collectionRdf to the specific parties the laws are intendeddtually serve,
such as employees, third parties, and stakeholBersexample, in th&chool Act [20] there is no reference to the
collection or sharing of biometric information aather Pll such as some health information aboutleyees and
students, including visible or implied disabiliti€¥able 5.1) amongst other organizations. Videoewrfcing
session can be recorded with or without the consénén organization or the participants. Some bimime
information is not secret, however, when it is reledl, it becomes an individual's PII record withpatential
susceptibility to threats. The threats include tharized access, disclosure, misuse, and abuseob®shferencing
session information can be recorded with or withtbatapproval of an organization or the participant

There are two key findings here: One is that thsre need for implementation of appropriate costriar
videoconferencing within an organization. Althouggtcurrently may have a low potential for threatisis may
change as videoconferencing and the gatheringarhdiric identification become more prevalent. Theosd, is
that generally no authority for inter-organizatibn&olistic PIl collection/disclosure is revealed in
videoconferencing. Examples of some exceptions avbel law enforcement, public safety, and natioealsty.
(See Appendix E).

It can be concluded from the above that perhapsattieof awareness or understanding of the cotleddisclosure
of videoconferencing session information existalaiof the organizational, system administratord garticipant
levels. Further support for this conclusion is dsde found in VC Alberta [12]. VC Alberta [12],poject funded
by Alberta Education, is a central resource for kh&2 education sector’s videoconferencing comnmyunitC

Alberta [12] has plenty of advice for a videocoefece: what to wear, how to prepare, schedulinguette during
the session, the pedagogy to use, and best padtica successful session, etc. However, thenstising on Pl
awareness or concerns for compliance Wi@iP [2] or other privacy laws. Again, the absencdkisly attributable
to a lack of awareness. Finally, this conclusiofuither supported by the following facts about léxgal position of
a public body in regard to videoconferencing:

It has no authority to collect PIl from individuatsioes not serve (Appendix E).

e It has no authority to disclose to other organ@ai the Pl of participants it does serve unlesbais
informed consent from the participant, with someeaptions, such as law enforcement, etc. (Appenflix E

» Some of the websites reviewed (Appendix B) speaifieexpress privacy concern for video surveillafieg]
and cell phones [22], and have policies for them.

» There is a general lack of policy specifically fadeoconferencing (Appendix B).

It is difficult to conclude that all public bodiese discarding or ignoring the legislative requiests when they
organize or participate in videoconferencing sessiespecially when their history of complianceassidered (see
Appendix C). Therefore, one possible explanatiotihét, once again, the non-compliance is likely tua lack of
awareness and understanding of the elements obaaaderence session information and its uniqueirements

for privacy protection. This may be because theew@bnference is perceived as just another tool for
communication, like email or the telephone. Thdedénce is that videoconferencing discloses a twlBll (see
Table 5.1). Hence, a lack of awareness exists.

To appreciate the complexity of compliance witheadonferencing session information, it is necesgatye clear
about the challenges. The next section examinese the the context of a single organization fiestd then in the
context of multiple organizations.

5.2. Challenges of Videoconferencing Session In&tiom to the Security of PlI

Videoconferencing challenges to the security of Rfed to be addressed in the context of the type of
videoconferencing sites involved: a single orgamrain multiple locations, multiple organizatiomns the same
country, and multiple organizations in multiple otries.



5.2.1. Protection for the Participant from Threaat®ersonally Identifiable Information

In order to make an informed decision about pgréitng in a videoconference, and during the videfe@nce
itself, a participant should require satisfactorfprmation in answer to the following questions:

e  What PIl will be disclosed?
» Can the disclosure of Pll be limited?

» Has the public body provided sufficient informationterms of the purpose, intent, and use of Pprtuwvide
an informed consent?

» If not what else is needed?
» Is the information being recorded?

» If yes, who will be recording it and why?
o How and where will it be stored?
o Who will have access within the organization?
o Who will it be disclosed to?

» If not, what steps are being taken to mitigate timanized recording?

» How will access be provided to the participants?

5.2.2. Protection for the Organization from Thrdat$articipants

An organization that initiates a videoconferenceuth protect itself from recrimination by particijta by obtaining
satisfactory information in answer to the followiggestions:

» Is there an informed consent from the participant?

» Is the videoconferencing session being recordeg@dfthen:
o Who is the data owner/custodian?
How will the PII be protected?
Are there appropriate security policies and costiolplace?
How and where will it be stored?
Who will have access within the organization?
What steps can be taken to mitigate unauthorizearding?

O o0Oo0ooo

» How will access be provided to all the particip&nts

*  Who will disclose, and to whom and how will the Rifl an individual be disclosed, since it is in the
aggregate records of multiple participants and ipbsmulti-organization and multi-nations?

* Who will correct inaccuracies and how will thatdecomplished?
* How long will the information be retained?
* Who will destroy the PIlI and by what means?

» Is there a legal requirement to inform all PIl owmén case of privacy breaches? If so, how wilbé&
addressed in a multi-organization and multi-nationtext?

5.3. Compliance of Videoconferencing Session Inftion

This is a complex area for videoconferencing. WhasPrivacy Act [1] or the FOIP Act [2] was written and
amended, it did not consider the broader picturaghef extent to which multi-organization and mulitional
(distributed environment) collaboration resultedhia sharing of PII.
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5.3.1. The Freedom of Information and Protection Ryfivacy Act and Paramountcy Laws in
Videoconferencing

This section discusses whé&®OIP [2] and paramountcy laws [11] apply. section 5F@¥IP [2] states that the
Paramountcy laws [11] prevail ovEOIP [2]. FOIP [2] compliance requirements include obtaining thkowing
information:

» Authority for the collection of PII

» Purpose of the collection of PII

» Informed consent for the collection of PII from tinelividual, trustee, or guardian or parent
* Use of collected PII

* Access of Pl

» Disclosure of PlI

» Third party access, storage, and disclosure

» Storage of PlI

» Accountability of Pl in its custody

The exception to this is when the retention andrdesion are specified in other legislation foe tspecific industry
as stated in section 3(e) or if none exist thepesisection 35 oFOIP [2].

In addition, if other elements of the compliance afso defined in the paramountcy laws, then $ipalty the
Regulations [3], sections 15-17 apply.

5.3.2. Determining the Authority for Collection Bérsonally Identifiable Information

In Alberta and Canada, a public body is requireddtermine whether it has the authority to collttthrough a
legislative enactment. This also applies to videdex@ncing. The determination of authority shoutdapplied to all
the participating sites; this requires addresdiegfollowing concerns:

» Do all the videoconferencing sites belong to alsipgiblic body?
o Are all the sites in Alberta?
o0 Are all the participants employees and/or individuaserves?
0 What is the authority for collection of PII?

» Do the videoconferencing sites belong to multipielic bodies?
o Is this videoconferencing in the public or privdtamain of the public body(ies)?
Does this require informed consent by the partitiga
Are all the sites in Alberta?
Are some of the sites in other parts of Canada?
Are some of the sites in other countries?
Are all the participants employees and/or an irtligis it serves?
What is the authority for collection of PIl from ftiple organizations?

O oO0Oo0Oo0oo0oo

» Do some of the videoconferencing sites belong ttipte public bodies and/or private bodies?
o Is this videoconferencing in the public or privdtamain of the public body(ies)?
0 What is the authority for collection of PII?

5.3.3. Defining the Purpose (Intent) for CollectmiriPersonally Identifiable Information

Privacy Protection undéOIP [2] ideally requires addressing the following cfirass for each videoconference session:

» Is there authorization to collect the PII of thetjggpants at all sites involvetpbaramountcy law or federal
law)?

» Does the disclosure of Pll mee®IP [2] criteria?
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e lIsitin a private domain or a public domain of fheblic body? It will depend on the intent, buitifs in the
private domain of the public body then, it must pdynwith FOIP [2].

e What should be done when one of the sites is muitdic body?FOIP [2] Investigation [6] deals with a
public body and a private body that is operatingdiberta but is headquartered in the USA. If thevate
body was just operating in Alberta or within CangdeldA [4] or PIPEDA [5] respectively would apply to it,
while FOIP [2] would apply to the public body. In this case, phiwate body’s head office is in the USA and
therefore Canadian Privacy Acts do not apply to ittfermation stored in the USAFOIP [2] does not
specifically address this in the international eotit Therefore, for international context it wik mecessary
to evaluate specific country’s laws to determineithpact if sites are located outside Canada.

» Do other jurisdictions have similar definitionspmiblic and private domain within the public bodids#s is
dependent on the province/state or country.

» Are the requirements for protection of privacy asmilar? Within Canada, they should be; howewveis t
may not be the case internationally.

» Do all organizations involved in the videoconferemave the same intent?
o If not how should this be addressed?

» Do all organizations involved in videoconferencevédaimilar security policies and appropriate seguri
controls?
o How will it be determined?
o If not, how should this be addressed?

» Do all organizations involved in videoconferenchmge the informed consent of the participants?
o Should the organization require copies of consemhfthe participants at all sites?
o Should the organization require a confirmation frima participating organizations that they have
the necessary consents from all the participants.

» Are any or all organizations involved in videocaefece recording the session?
o If yes to the two questions immediately precedimio is the data owner/custodian?
How will it be used?
How will it be stored?
How long will it be retained?
Who will have access?
To whom and how can it be disclosed?

O o0Oo0Oo0oo

Additional compliance questions when considering plarticipation in a videoconference are preseintdbe next
section.

5.3.4. Compliance Challenges for Personally Id&xitié€ Information

There are numerous legal implications for the oiggion from both the organization’s and the indual
participant’s perspective:

In cases where all sites in a videoconference aessay fall under the public domain of the publaxdis, FOIP [2]
does not apply because this is considered a pebbnt. However, there may be issues surroundingy¢meral
protection of intellectual property such as copyti@f copyrighted or pending copyright materialused) and the
participants’ own ideas, opinions, and artisticatiens. It is important to recognize that the rigixghe PII of the
individual participant do not diminish just becaitsis in a public domain of the public body.

In cases of multipoint videoconferencing, an orgation may not have authorization through its panamey law to
collect or disclose PII or have informed conseatrfrindividuals at remote sites.

In cases where confidentiality is a concern, taagmission of Pll across the Internet poses irsitamlnerabilities
and threats.

In cases where all sites in a videoconference @edall under the private domain of the public bpBQIP [2]
issues must be addressed.
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In cases where some sites in a videoconferencisgjsefall under public domain while others fallden private
domain (in the public body context), for examplee @rganization may collect the PII for promotiopatposes, the
other for use within its own organization. DiscloswnderFOIP [2], sections 40 and 17, will still apply. Since
neither the provincidFOIP [2] nor the nationaPrivacy Act [1] addresses this mix, how should it be addrezsed

5.3.5. Policy Challenges for Personally Identifeabiformation

Appropriate policies, implementation, and enforcetméor access and disclosure are necessary to esrthug
diligence in an organization’s security framewonkiananagement.

Although disclosure of PII that is not recordedhdg an issue in Alberta, it may be in other jurgsidins. In Alberta,
privacy issues for videoconferencing sessions ahg applicable to a permanent record of Pll—henoagecorded
sessions—whereas this may not be the case in jpitigdictions. For example, when sessions are d¢ggdpsome
jurisdictions require a license (e.g., New Zealantile others specifically prohibit export of P#.¢., Sweden).

Regardless of this, it is important to realize ttiatlosure and perhaps collection of individuatipgants’ Pll may
occur. The risk to the PII of participants in btite public and private domains of the public baglthe same.

5.4. Current Compliance Practices for the ProteatioPersonally Identifiable Information in
Videoconferencing

A review of current privacy policies in Alberta amgjzations in Appendix BFOIP [2] and Regulations [3],

paramountcy laws [11], and other research as discus previous sections shows that they do noteaddthe
unique requirements of videoconferencing sessidornmation for the authority for collection, intentpnsent,
retention, storage, disclosui,destruction. This section examines that sitmaitiomore detail.

Most public bodies do not appear to have the aightion to collect the PII for persons they do setve (see Table
5.1). There are some exceptions, but only if thieetonferencing session(s) can be justified uneleion 33(c) of
FOIP [2].

Defining the permitted use of videoconference sessiformation can be challenging when one or nexternal
organizations are involved, and they may or mayhmotocated in Alberta (as discussed in previogsaes). This
is because an organization has no way of knowingthdr the sessions are being recorded and howtliee o
organizations will use the information. Section@d%OIP [2] sets out the use of PII.

Public bodies do try to comply with the privacy ildgtion in Alberta, however, there is room for impement as
evidenced by the fact that the number of compldodged annually to the privacy commissioner ofektha has not
declined, but rather has been consistent since (@7Appendix C).

5.4.1. The Private Sector

A brief look at the private sector is warrantedehbecause some of the videoconference sites maythe private
sector. The Canadian Internet Policy and Publierbst Clinic conducted one study, funded by the/gosi
commissioner of Canada, “Compliance with CanadiataDProtection Laws: Are Retailers Measuring Ufg].[at
concluded that the majority of privacy policies afjanizations (online shopping, etc.), do not compith the
Privacy Act [1]. It is likely the same in other areas of coraplie with privacy protection. Privacy protection
procedures do not address the risks involved wiikeis Ransmitted over the Internet.

In informal discussions with some of the videocoafee organizers and moderators, it was appareittiley
receive training in using the videoconference tetbgy. However, the organizers, system administsato
participants, and moderators were not trainedeémptfivacy risks, compliance, and potential abu$édlo

Alberta organizations, especially in the educatentor, often engage in trans-national videoconfgng sessions.
There may be other silent stakeholders involvet dhe not obvious or identified. The silent stakdeos may have
the legal authority through other legislation (eanti-terrorism laws) to potentially intercept ammmication or
redirect a copy of the information being transnditte collect, retain, store or disclose it to adhparty. This is
apparent from the 37 class-action swdtginst internet service providers in the USA bfomamer employee of
AT&T, as reported in the broadband report “Mr. Klein GbedNashington [26].”
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Potential liabilities from situations like thesevhaalso not been addressed so far, although thisderstandable
since there is a lack of awareness and unders@mudithe elements of videoconference session irdtiom (as
discussed earlier). Problems may also arise ifvideoconference session information is intercegedethnic,
political, or religious profiling. Although such @ase has not yet surfaced or at least been id=htifs such for
videoconference session information, there have laefew cases where inaccurate information abalivituals
collected by law enforcement was shared with otbezign intelligence organizations. As in the exénpf Maher
Arar [27], the consequent personal inconvenienackdistress to the victim resulted in a settlemdrgreat cost to
the taxpayers of Canada. An article entitled “Wihg ao many individuals singled out when they trav@8]”
brings to light a number of examples of select ipngf.

Privacy impact assessments (PIAs) [29], if at allducted, are from the perspective of the orgaioizatther than
of the participants, either in the preliminary sagr during the various stages of the videocontereproject.
Public bodies are encouraged to conduct PIAs,thatriot a mandatory step for public bodies in Alaexcept in
the healthcare sector under thealth Information Act [30].

OIPC Alberta [6] maintains a registry of acceptéd<from all public bodies. This registry has 12B¥As [31] as
of the writing of this paper. Only one PIA for visonferencing from Capital Health [31] was accepte@002
prior to the deployment of videoconference overliPMarch of 2008, a second PIA was accepted frioenDavid
Thompson Health Region [32], in which a single shid(patient), school staff, and perhaps techrstafif and
health professionals may Havolved in a given videoconference session. Alffioit is a multi-participant
videoconference, it involves a single participduattthe organizations jointly serve.

5.4.2. The Public Sector

All public bodies are connected in Alberta throu8tberta SuperNet [33]. Therefore, one of the omidor
connectivity between the health provider and thieost jurisdiction would be to use a separate Mpittitocol
Label-Switching (MPLS) Virtual Local Area Network/ILAN) on Alberta SuperNet. This has the advantafie o
ensuring that the information remains within Allzeduring the transmission, thus reducing some @fitktransit
threats.

It can be further shown from the literature revief#OIP [2] investigations [6] that if there is no informednsent,
then the collection, retention, storage, etc. abpeal information are also not in compliance. dididion, public
bodies must have the authority to collect PIl untther industry-specific paramount law that takespdence over
FOIP [2]. For instance, currently, the Alber&ahool Act [20] authorizes only the collection of PII to &sployees
and the students it serves (enrolled), includingirtparents/guardians. Therefore, if two Alberthcd boards
participate in a videoconferencing session andreeitpthey will not comply withFOIP [2] (authority to collect PlI
of individuals, the organization does not servelisTis also true for disclosure of PII, and therefd will not
comply with section 40FOIP [2]. However, some provinces (e.g. British Colua)béven limit storage of and
access to PIl to within Canada [8], so trans-natiefdeoconferencing will be a challenge for corapte.

It has been demonstrated in this section that, allyepublic bodies do not comply witfrOIP [2] for
videoconference sessions when they are recordedc@mpliance under the curreROIP [2] is challenging. A
number of issues concerning trans-organizationdltems-national videoconferences need resoluti¢rOlP [2] in
order for the organization to remain compliant with legislation.

5.5. Privacy Impact Assessment

The PIA process is similar to a continuous risk agment approach and includes planning, analysid, a
education (awareness). In the case of videocordargnthe sites are always changing and therefaseriecessary
to emphasize the importance of conducting a PlAefrh videoconference session. However, this igpreaatical
due to the limited organizational resources andefbee a compromise is necessary by conducting fBtAypical
scenarios that are relevant to an organization.

PIA consists of four core components: projecttitin, data flow analysis, privacy analysis, amiigacy impact
analysis report [35].

14



This research paper deals only with project ingrmbecause the other three core components wikganization-
specific.

The next section uses a modified PIA to demonsthe@émportance of this.

5.5.1 Project Initiation

The project initiation component of the PIA procdssps organizations to determine whether basigapyi
requirements and policies continue to meet compéiaespecially when new technologies, informatigstesms,
initiatives, proposed programs, or changes in dejivmethod of a program are deployed. It also &ssis
organization to anticipate the public's reactioraty privacy implications of a proposal, and agsult, helps in
preventing costly program, service, or processngreering.

The checklist (Appendix F) shows the results of thdeoconference-over-IP project-initiation modifid®1A
checklist, based on the Government of Canada dsedR6]. Appendix F demonstrates that it is neagsgo
conduct a full PIA [37,38] from the participants’engpective by each organization before deploying
videoconferencing (because of the the use of nrdrasive method of delivery and if it is recordéén additional
Pll is collected).

5.6. What Needs to, be Protected?

To comply withFOIP [2], all PII of participants in a videoconferensession needs to be protected by a public
body. However, this will be determined by whethds irecorded and whether it is in the public dvawe domain of
the public body.

5.7. Results of Analysis

There is a lack of awareness of the vulnerabilify imformation at videoconferencing sessions by both
organization/system administrators and participgsts.1) and numerous challenges to complianck privacy
legislation (s. 5.2).

Videoconferencing technology is relatively new. Taenifications and potential liability of PIA misaiss a risky
unknown. Compliance for the use of this technoloigy communications still in it's infancy at best.
Videoconferencing is introducing a whole array osgible risks that require consideration, scrutimeyiew and
new guidelines for compliance, to protect the pgéints and and organizers (all industries), paldity in cross-
organizational, and international use.

In a single public organization (body) with mulgplocations (in Alberta), a videoconferencing sassis in
compliance regardless of whether it is being reedrd he assumption is that all information is sdoaad located
within a single organization as well as that pgrdats’ informed consent has been obtained.

In a multi-public organization within Alberta, addgoconferencing session is in compliance if thesisasis not
recorded and an informed consent is obtained. énctise of the K-12 sector, the consent would beinesd) from
parents/guardians because the participants are thelage of consent.

Using the current PIA toolkits [35, 36] can be altdnge for controlling videoconference sessioiimfation and
hence the use of modified PIA in the previous sectiThe current PIA [35, 36] does not adequatelgress
videoconference sessions information. The assumpdichat all information is stored and locatedhivita single
organization. This may not be the case with videé@m@nce sessions. Organizations have no conteyl what the
other organizations may be doing—recording or robrding.

In a multi-territory, multi-organization or a mixX public/private organization or multi-national @idconferencing it
is not possible to be compliant with the curremtise 40,FOIP Act [2] because of the disclosure of PII.

6.0. Recommendations for Videoconferencing

The following sections provides recommendationsédaon literature review, analysis in the sectialnsve, and
personal observations of the author) for orgarireti system administrator, legislatures and ppgitis. The
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recommendations address awareness, challengesampdiance and are both general and specific.

6.1. General Recommendations for OrganizationsSystem Administrators
The following list of general recommendations i$ ewhaustive by any means but as a minimum to addhe
compliance with privacy legislation.

» Establish a clear and well-defined purpose withie organization and ensure that this is conveyeithd¢o
participating organizations

» Conduct a PIA from the perspective of all the imanl organizations, security/system administratars
participants before engaging in a videoconfereession.

* PIA should be conducted for select videoconferamnesicenarios (relevant to the organization) sucsiragle
organization, multiple- public organizations, nqplk- public/private organization combination, amailti-
nations.

 Become familiar with the laws of the jurisdictiod other sites, organizations’ security policiesda
enforcement in order to determine the intent arfdreament of security policies.

» Secure a formal agreement from all the involveessib ensure that the purpose does not changedrethve
organizations.

» Obtain legal advice when necessary.

» A videoconference session should not be record@bsithere is a business case and the Pl risles een
taken into consideration.

Ensure that compliance is met, by not recordingvitieoconference session.
6.2. Recommendations: Privacy Awareness IssueSrganizations and System Administrators

Establishing and reinforcing privacy protection naty requires awareness of risks but also moditican
behaviour.

» Deliver effective training and periodic refreshéosboth the organization’s personnel and partidipan
create and maintain awareness of the potentiahttofevideoconferencing to privacy, so that they ocsake
an informed decision about consent. In the caselodol children, include the parents/guardians.

» Discourage participants from using full names dyrnvideoconference session; instead, encouragasthe
of pseudo-names whenever possible.

» Discourage participants from revealing any persarfarmation about themselves, their friends, antieir
relatives.

» Advise participants as to whether a session willdmorded or not, and who it will be shared withisTmay
limit discussion regarding any material or topibattpertain to “original ideas”, copyright conceriasid
ownership of these.

6.3. Recommendations: Technical and Operationaétsfor Organizations and System
Administrators

The Technical and operational issues for orgaminatand system administrator address only the gtroteof PlI
of the participants and compliance with privacyiségion.

» Mitigate in-transit threats by using encryption afidual Private Network (VPN) or Virtual Local Aee
Network (VLAN) technologies as a default methodtf@nsmitting videoconference sessions.

« Limit recording of videoconferences: it should betdone unless all compliance criterig=@il P [2] and the
paramountcy laws [11] have been met.

» Classify and access videoconference session infamappropriately.
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Regularly monitor and scan the network resourcemit@mate unauthorized access and removal of storag
media.

IT department and security teams should ensureptiogier controls are in place, that users (paditig) are
well trained in using the equipment, and that tlaeg aware of the potential of videoconferencing for
compromising PII.

6.4. Recommendations: Privacy Compliance Issues

Issues concerning noncompliance for videoconfergniiformation under the curreROIP [2] andPrivacy Act [1]
can be addressed by revisiting these and relatésl And incorporating appropriate amendments imtoActs for
emerging technologies such as videoconferencingdtect the Pl of all participants (whether theg aerved by a
an organization or not). Some examples of wheweerthight be appropriate are as follows:

Disclosure: It is necessary to ensure that there is authtimizdor disclosure, either through legislation or
through individual consent.

Authorization: UnderFOIP [2], collection by the public body must be authedZegislatively, depending on
the industry of the public body. In the case of X-the School Act [20] authorizes only the collection of
student records (PIl) from the students it sergesit would appear that one school jurisdiction|dauot
collect personal information from another in Allzedr anywhere else: under the current laws, it daowlt
be in compliancelFOIP [2] and the related acts must be revisited togotiis into alignment with emerging
technologies such as videoconferencing.

Consent: An organization requires an informed consent wétfpard to use as well as disclosure of his/her PlII
from the participant, and since the risks for thertipipants have not even been identified by the
organizations, it is highly unlikely that the paigiants can make an informed decision at the pteses.
However, that would be something for the courtsl¢cide. If it appears that there is no valid cohsiren

the collection or transmission of the informatisralso noncompliant.

Once these three fundamentals have been addregsedissues come into play:

6.5.

Sorage: FOIP [2] requires that the information in custody of @afular organization must be secure, but
videoconferencing is borderless and may or mayeatontained within that organization.

Recording: Public sector organizations need to define théesroand responsibilities of recording
videoconferencing by establishing policy for comdis when recording is allowed and who owns the dat
(the author is aware that currently the accessdaording device(s) is not necessarily secure aagagable

to participants as well as to others).

Access, disclosure, retention, and destruction: These issues should also be covered by specificckear
policy.

Videoconference session information: This should be appropriately classified and ciowtd by effective
access controls.

Organizations. Organizations should audit and monitor their eyst regularly to ensure that unauthorized
access and storage of information is mitigatedtimaly manner.

Top management of an organization: It has the responsibility to ensure that prog@rtimls (such as policies,
standards, and procedures) are in place to mitigasathorized access, collection, storage, distdbu
disclosure, retention, third-party involvement amelstruction are addressed for videoconferencings Th
should include regular external and internal auditslentify any areas of non-compliance.

Awareness and training: Participants, system administrators, and staff seiguire this in order to make
informed decisions. Use of posters and reminderavi@reness could also be used to modify behaviour.

Recommendations: Legislative and Legal Isgu@sotection of Personal Identifiable
Information

The following recommendations are made in an etforeduce incidents of non-complianceF@IP [2] / Privacy
Act [1].
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« All privacy Acts and related Acts for both publindaprivate organizations (provincial and natiormraded to
be revisited and amended to address trans-jurisdat (provincial) and trans-provincial (national)
transmission, ownership, use, disclosure, and tieteand destruction of personal information ofividiuals
to align with current and emerging technologies.

* Regular reviews of the Acts need to be in plac&kdep abreast of the fast changes and capabilifies o
technology.

» All national governments need to collaborate andetig an international directive for the protectioh
privacy. This will provide assurance to the indivads that their PIl will be protected in a standzed
manner.

6.6. Recommendations: Awareness for ParticiparitBeosonally Identifiable Information

Participants need to understand the various thpeatented to their Pl during videoconferenciegssons:

» Participants need to ensure that they have theseaneinformation from the organization to provate
informed consent before participating in videocoafeing.

« Limit the PII exposed during videoconferencing smss

» The participants should assume that the videocenéing session is being recorded even if the inftion
provided by the organization states otherwise. Thisecause the organization has no way of ensuning
preventing recording from occuring at other locasi@r organizations.

» Avoid holding private side-coversations that océwgquently and often go undetected during in-person
physical meetings because in virtual meetingsptlesence of microphones/cameras can result inthiesk
the private coversations may be recorded.

7.0. Videoconferencing in the National and Internabnal Context

Videoconference sessions as discussed in this papsent unique challenges since they are an aafgrefjthe PII

of individuals from multiple organizations, locat® and nations. Currently, no international effmttiresses this,
but such an effort is necessary for the protectibprivacy of all global citizens. The potentiatks and privacy
trends can be understood and assessed by exangioipgl surveys, such as the one conducted by théda#ed

organization Privacy International [39]. Each ysarce 1997, Privacy International and the US-bdSkedtronic

Privacy Information Center [40] have undertakemmprehensive survey of global privacy.

The International Association of Privacy Profesaisr{34] is also doing some work for privacy praiee in the e-
commerce sector (IAPP) that has members from 38tdes.

8.0. Conclusion

Videoconferencing is without question beneficialdahis paper is certainly not advocating thahiidd be banned
or abandoned. This paper shows the need to betpmwad accept the paradigm shift from privacyhivitan
organization to multi-jurisdictional aspects.

Videoconferencing session information is almospvaglete set of Pll (Table 5.1 af®IP [2]) that may or may not
be related to commercial activities. A videoconfeiag session is a collaborative activity for shgrknowledge.
This fact also deserves consideration in an intemnal context because of the potential magnitutigsocadverse
impact on the lives of the individual. For exampbe, April 3, 2008, Globe and Mail Update and CaaadpPress
reported that Saskatchewan NDP released a sixsarold video recording of a private party (taped 991, inside
the Progressive Conservative campaign headquarteesant Devine who was making an unsuccessfulfdnide-
election as Saskatchewan premier) that featurecCthreservative MP Tom Lukiwski and and a young Bvéadll
that contained sexist, racist and homophobic conshefThis resulted in an apology in the house of Camroy
Tom Lukiwski. It remains to be seen whether thif eause embarrassment, end someone’s career,estbygl the

% This story appeared on April 8" 2008
http://www.theglobeandmail.com/servlet/story/RTGAM.20080403.wMPontape0403/BNStory/National/home?cid=al g
am_mostview)
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reputation of the individuals involved. This expsske possible ramifications of any recorded mealthough that
is beyond the scope of this paper.

It is challenging for organizations to participatevideoconference sessions and remain in commiamith the
current privacy and paramountcy laws unless theises are contained within the organization. E¥ehe session
is not recorded, inter-organizational sessionslatgcthe participants’ Pll to third parties, whishin contravention
of FOIP [2].

Informed consent cannot be obtained or validatethout defining all the involved organizations’ poges and
identifying the authority, use, access, and disgless well as compliance with the applicable laws.

This paper has identified that the awareness afessand associated risks is an essential elemamiking an
informed decision with regard to consent to pgstbte in videoconference sessions. The need foremeas
training/refreshers for all the personnel involhaet for the participants is also essential, asqyaants are the ones
that potentially could lose the most—their Pll,doer.

“Flows of computerized data and information areirmportant consequence ... in national economies. \i¥i¢h
growing economic interdependence ... flows acquiréngrnational dimension [41]This is an acknowledgement
that there are concerns when data traverses nbbiorders. In 1980, The Organization for Economa@peration
and Development (OECD) [41] developed Guidelinestlon Protection of Privacy, and Trans-border Flafs
Personal Data which remain an important internafistandard in privacy protection. The guidelinesenexpressly
designed to promote international harmonizatiompii¥acy protection while protecting the free flow personal
information related to commerce. So far, theredig€onsensus except that the issue needs to besaddre

The efforts of the OECD [41] show the necessityifiternational involvement; however, the OECD [#igndate is
limited to commercial transactions of commercialganizations. The public and non-commercial private
organizations could initiate something similar fadeoconferencing and other information-sharingvé@s by
leveraging the efforts of the OECD [41] to-date.

This paper has highlighted the complexities of thsues surrounding the protection of PII while isitig
videoconferencing and it is obvious that privaegtpction needs to be addressed in all areas aatl latvels—
governments, organizations, and individual paréois.

We need to ask ourselves; what are the implicatafngdeoconferencing in the public sector undex fhresent
provincial privacy laws? Obviously, the laws aret molequate, but urgently require revisiting and ating), to
include the current and emerging technologies, elsas a regular scheduled reviews to keep the ument with
ongoing technical innovations.

Another area of concern is accountability. Thisaas&OIP [2] as well as other privacy protection laws, pdavfor

an individual's access, and an obligation on theg p&athe organization, to correct inaccuraciesthe case of
videoconferencing, it may not be able to meet theueacy of record requirement; people’s opiniond baliefs

evolve during their lifetimes, so that what wasamelpd as “true” five years ago may not be trueyodaerefore, if
the “record” is no longer accurate, then how careiaddressed?

In summary, this paper has
» raised the awareness of privacy protection risksifteoconferencing participants;
e demonstrated the need for training;
» highlighted the challenges for compliance with pgdy protection of PIl; and

» emphasized the need to revisit and align privaasgjancluding dependent (paramountcy) laws, to
address the challenges of privacy protection framerging technologies—from the time the laws were
enacted or amended, and including the ones to sslaeat is emerging now.

Further research in several disciplines is neebefire privacy issues related to videoconferenairgresolved.
They include looking into appropriate changes hyoues levels of government to the privacy legislati
paramountcy laws, and organizations; quantitatata for privacy breaches specific to videoconfeirggncand
awareness of technical matters, personnel, anitiparits.
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As technology makes more and more information abel and easily accessible, it becomes necesstgatathat
data with the level of guardianship that we woulthtvfor our own private information. Data, includiRll, can be
seen as a commodity. Due diligence and regulatomsequired to protect what each citizen hastd tgbe kept

private (assuming no criminal activities), as ewag should have the right to protect what is inhityeheirs to

begin with. When we share this with an organisatiobbecomes their responsibility to protect thistwmthe same
rigour as we would individually.

Without awareness and guidelines in place and eeébiit is easy for organisations to not realigeithpact of
making this information readily available.

Education, guidelines, laws and regulations amnddmental part of ensuring that as the success of
videoconferencing becomes a basic of our lives,ahah of us has our PII protected.
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Appendix A: Literature Review

Summary of Literature Review

Literature Purpose of Review Key Findings
0o Understand what is protected undero All provincial government departments, agenciesyrts, and
FOIP [2]. the act, who does it apply to, the commissions including municipalities are public lezdand they
requirements of privacy protection generally do not have the authority to collectdIstated under
and its applicability to FOIP [2] Sections 33(a) and 33(b) other than feritidividuals
videoconferencing session they serve. Section 33(c) may allow collectiorhé public body
information. can demonstrate that such collection is directteel to and is
necessary for an operating program or activitthefpublic body.

o FOIP [2] requirements for compliance for the prétecof PlI.

o What needs to be protected?

o Applicability of FOIP [2] for videoconferencing omé for
recorded (stored) and not recorded (not storedjmes

o Compliance with FOIP [2] is required when video@ehcing
session is recorded (stored) as it becomes anididils
permanent Pl record.

o Compliance with FOIP [2] is required concerningetisure of PlI
to third parties even when videoconferencing sesisioot
recorded. This requires informed consent of théviddal or
guardian or parent (if the individual is under &g of consent).

FOIP [2] Sections 33(a), Determine the authority to collect | o Authority of a public for collection of PIl body generally
33(b) and 33(c). PII. limited to the individuals it serves or employs e€Téxception
being wherFOIP [2] Section 33(c) applies.
FOIP [2] Sections 40 and 17 Determine the disclosure rules of | o Disclosure of PIl with some exceptions must bedooadance to
PII. the purpose and use of collection of IFIDIP [2] Sections 40 and
17.

0 The exceptions to collection/disclosure would berehpublic
safety, law enforcement, national security, or-geriorism is
involved.

Paramountcy laws [11]. Determine the authority for the o Paramountcy laws prevail ovEOIP [2].
collection of PII.
Determine limitations of collection
of PIl and under what
circumstances.
GAPP [7] Determine if there were any o Privacy principles of GAPP [7] and Model Code [&F§ similar
Model Code [17] differences between them. to FOIP [2], PIPA [4], PIPEDA [5].
FOIP [2], PIPA[4], PIPEDA
5].
Investigations conducted by Determine and understand o Authority to collect Pll is required through an Altba or Canada
the Office of Privacy problematic areas of awareness, legislative enactment.
Commissioners (OIPC) of challenges, and compliance. 0 Obtaining an informed consent.
Alberta [6], British Columbia
[8], and Canada [9] (1997-
2008).
OIPC, Alberta [6] Obtain a solid understanding of o That informed decisions for consent are often acsoaf
investigations from 1997 to intent, consent, collection, use, problems for participants.
2008. disclosure, retention, and
disposal/destruction of personal
information for the compliance of
privacy protection legislations.
An analysis of the statistics Obtain statistical data of complain{so Public bodies appear to be more compliant since riseord fewer
in OIPC, Alberta [6] annual to OIPC, Alberta [6]. privacy complaints with the OIPC, Alberta [6] (s&ependix D).
reports from 1997-2008. There have been 466 investigations relative tal#@® locations
of 1200 public bodies since 1997 (see Appendix D).

o However positive this may seem, they do not apfiehave stated
or implemented policies, related to the protectbRlIl in
videoconferences.
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Literature

Purpose of Review

Key Findings

Various studies by graduate law
students that were, funded by the
federal privacy commissioner [9].

[o]

[o]

Determine the state of privacy polig
in organizations.

Determine if there were any studieg
conducted about the emerging
technologies.

yo Private sector policies do not comply with the pdy laws.

o Storage of Canadian®Il in another country breaches the
Privacy Acts.

78 public sector websites
(Appendix A).

Authority to collect PII, as well as
posted policies for its use,
disclosure, retention, and destructig
of personal information.

=

Absence of videoconferencing policy.
Absence of authority to collect biometric data sash
images.

VC Alberta [12]. A central
resource for K-12
videoconferencing community in
Alberta.

Review documentations available
for the videoconferencing
community.

There was plenty of advice concerning what to weaw
to prepare, the scheduling of videoconferencingieas,
etiquette during the session, the pedagogy to usest
practices for conducting a successful videoconfgnen
etc.

Nothing on privacy awareness, concerns, or issues

Privacy surveys:

Computer Security Institute 2007
survey [13].

2007 Privacy & Data [14]
Protection by Deloitte & Touche
LLP and Ponemon Institute LLC
[14].

Locate relevant quantitative and
qualitative data for videoconference
privacy breaches.

Surveys did not categorize Pl breaches and therefo
specific data for videoconferencing Pll breachessdwot
exist.
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Appendix B: List of Websites Examined

Provincial government ministries (4)

0 Service Alberta

Alberta Health and Wellness

o Alberta Education

o

Advance Education

Public and Separate School Boards (52)

0 Aspen View Regional Division No. 19

Battle River Regional Division No.31

Black Gold Regional Division No. 18

Buffalo Trail Public Schools Regional Division N28

Calgary School District No. 19

Canadian Rockies Regional Division No.12

Chinook’s Edge School Division No. 73

Clearview School Division No. 71

Edmonton Schools District No. 7

Elk Island Public Schools Regional Division No. 14

Foothills School Division No. 52

Fort McMurray Public School District

Greater St. Albert Catholic Regional Division N@. 2

Grasslands Regional Division No. 6

Grande Prairie School District No 2357

Fort Vermillion School Division No. 52

Grande Yellowhead Regional Division No. 35

Greater St. Albert Catholic Regional Division N®. 2

High Prairie School Division No. 48

Horizon School Division No. 67

Livingstone Range School Division No. 68

Lloydminster School Division

Northern Gateway Regional School Division No. 10

Parkland School Division No. 70

Peace River School Division No. 10

Peace Wapiti School Division No. 76

Pembina Hills Regional Division No. 7

Prairie Land Regional Division No. 25

Red Deer School District No. 104

Rocky View School Division No. 41

St. Paul Educational Division No. 1

Sturgeon School Division No. 24

Westwind School Division No. 74

Wetaskwin Regional Division No. 11

Wild Rose School Division No. 66

West Creek School Division No. 72

ol0o|o|jo|o|j0o|Oo|0|O|O|O|O|O|O|O|O|O|O

Calgary Roman Catholic Separate School District No.

of0o|0O|l0O|0O|O|O|O[O|O|O|O|O|O|O|O|O|O|O

Christ the Redeemer Catholic Separate RegionabDivi
No. 3

o Edmonton Catholic Separate School District No. 7

o

East Central Alberta Catholic Separate SchoolsdRed)i
Division

o Elk Island Catholic Separate Regional Division Mb.

Evergreen Catholic Separate Regional Division No. 2

o Fort McMurray Roman Catholic Separate School Oistri
No. 32

Grande Prairie Roman Catholic Separate SchooliEtistr
No. 28

o Holy Family Catholic Regional Division No. 37

Holy Spirit Roman Catholic Separate Regional Duisi
No. 4

0 Lakeland Roman Catholic Separate School District 1%

Living Waters Catholic Regional Division No. 42

o Lloydminster Roman Catholic Separate School Divisio

Medicine Hat Catholic Separate Regional Division R@

0 Red Deer Catholic Regional Division No. 39

St. Albert Protestant Separate School District &o.

Public Colleges (4)

o Grant MacEwan Community College

Mount Royal College

o Grande Prairie Regional College

Northern Alberta Institute of Technology

Public Universities (4)

o University of Alberta

o

University of Calgary

0 University of Lethbridge

o

Athabasca University

Regional Health Authorities (9)

o

Chinook Regional Health Authority

Palliser Health Region

Calgary Health Region

David Thompson Regional Health Authority

Capital Health

Aspen Regional Health Authority

o|o|o|0o

Peace Country Health

0
o East Central Health
0
0

Northern Lights Health Region

Other Public Bodies (4)

o Edmonton Economic Development Corporation

o

City of Edmonton

o City of Calgary

VC Alberta
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Appendix C: Office of the Information and Privacy Commissioner, Alberta Activity

Year
1996
1997
1998
1999
2000
2001
2002
2003
2004
2005
2006
2007
2008
TOTAL

Orders
22
20
21
41
34
42
30
25
32
30
32
32
10

371

Investigation Reports
0

0

16

U0 O 0O 0O R NP OOOO O R

Sourcehttp://foip.alberta.ca/dsp_commissioner.cfm

Adjudicator Osder

1200 public bodieshttp://foip.alberta.ca/pbdirectory/index.cfm
Four Thousand two hundred sites souht#p://www.gov.ab.ca/acn/200509/18828F93E02E6-F2B55-

Judicial Reviews

1

P ooor oOoOr P ooo oo

99D3CC5C2E0424EF.html

Other Decisions

O OFr OFr OWpPr OO O o o o

466

Four hundred and twenty ninéttp://www.gov.ab.ca/acn/200509/18828F93E02E6-F2B55-99D3CC5C2E0424EF.html
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Appendix D: Acts and Regulations Paramount over thé&reedom of Information and Privacy Protection Act [11, 2]

Minister Responsible

Aboriginal Affairs
and Northern
Development

Act or Regulation Paramount
over the FOIP Act

Metis Settlement Land Registry
Regulation (AR 361/91)

Sections Paramount

Sections 68(3) and 92(3)

Children’s Services

Child, Youth and Family
Enhancement Act (R.S.A. 2000, c.
C-12)

Sections 3.1(2), (3), 74.1(2) and 126.1(1)
(Paramountcies established in Sections 3.1(4)(Z%.4nd
126.1(3) of that Act)

270/81)

Education Sudent Evaluation Regulation (AR | Section 8(2)(c)
177/2003)
Energy Coal Conservation Regulation (AR | Sections 51, 52, 57, 58, and 59(2)

(Paramountcy established in Section 9(3.1) of thalC
Conservation Act, R.S.A. 2000, c. C-17)

Electric Utilities Act (S.A. 2003, c.
E-5.1)

Section 137 (2)
(Paramountcy established in Section 137(1)(a) aff Act)

Gas Utilities Act (R.S.A. 2000, c. G-
5)

Section 28.8(2)
(Paramountcy established in Section 28.8(1)(ahatf Act)

Metallic and Industrial Minerals
Regulation (AR 66/93)

Section 15.1(1)

Mines and Minerals Act (R.S.A.
2000, c. M-17)

Section 50(1), (1.1), (3) and (4)
(Paramountcy established in Section 50(1.1), (&),(@) of that
Act)

Natural Gas Marketing Act (R.S.A.
2000, c. N-1)

Section 17(1)
(Paramountcy established in Sections 17(1.1) andf(#hat
Act)
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Appendix E: Current Status of Freedom of Information and Protection of Privacy ActCompliance for Recorded
Videoconferencing Session

Compliance

Relevant Sections FOIP [1]

Concerns/Analysis/Explanation

Authority to the
collection of data

NOT Compliant

Division 1: Collection of Personal Information
Section 33 — Purpose of Collection of InformatiofNo
personal information may be collected by or foual
body unless
(1)(a) the collection of that information is expshys
authorized by an enactment of Alberta or Canada
(1)(b) that information is collected for the purpses
of law enforcement, or
(1) (c) that information relates directly to and is
necessary for an operating program or activityhef t
public body.
1994 cF-18.5 s32;1999 c23 s19

Section 33 (1) (a) This will present challenges
for identifying the purpose of collection of
personal information for some of the public
bodies. For instance, the school has the
authority to collect personal information unde
the School Act; however, they can only colleg
this for the students, parents, or guardians of
those students for whom it provides services.
Therefore, the collection can only occur for th
schools within a school jurisdiction. Therefore
consent will be required from all other non-
jurisdictional organizations.

Section 33 (1) (b) is not applicable except to t
law enforcement bodies.

Section 33 (1) (c) Although it may be possible
for the schools to justify to some extent that it
enhances ICT curriculum program mandated
Alberta Education. However, this is open to

challenge, as other less intrusive methods ex

Intent of
collection of data

NOT Compliant

Division 1: Collection of Personal Information
Section 33 — Purpose of Collection of InformatiofNo
personal information may be collected by or fouali
body unless

(1)(a) the collection of that information is expslys
authorized by an enactment of Alberta or Canada,
(2)(b) that information is collected for the purpeof
law enforcement, or

(1) (c) that information relates directly to and is
necessary for an operating program or activityhef t
public body.

1994 cF-18.5 s32;1999 c23 s19

(2) Despite subsection (1), but subject to subseds),
a post-secondary educational body may use persona
information in its alumni records for the purpogét®
own fund-raising activities.

(3) A post-secondary educational body must, when
requested to do so by an individual, discontinuegis
that individual's personal information under sultisec

Q).

(4) A public body may use personal information otaly
the extent necessary to enable the public bodgry ¢
out its purpose in a reasonable manner.

1994 cF-18.5 s37;1999 c23 s24

Section 33 (1) (a) Videoconference sessions
may involve participants that are not resident
of Alberta but Canadians as well as non-
Canadians where neither Alberta nor Canadg
has any legal jurisdiction respectively. It
appears that public bodies cannot collect
personal information because they do not ha
authorization under an enactment of Alberta
Canada paramountcy laws [10].

Section 33 (1) (b) Even law enforcements camn

do this only under limited circumstances whe
non-Canadians are involved.

There cannot be an informed valid consent if
there is no authorization to collect or disclose
the information in the first place.

Section 33 (1) (c) may allow the collection of
Pl from a videoconference sessions but OIP
warns that this Section has a potential of
challenge and organizations should be prepa
to defend it.

Sections 33 (2) and 33 (3) are self-explanato

Section 33 (4) could be also be used to
challenge Section 33(c).

= @

e

)

ed

Informed consent
for the collection
of data from the
individual or
trustee or guardian
or parent

NOT Compliant

Part 2: Protection of Privacy
Section 34 - Manner of collection of information

Part 2: Protection of Privacy: Division 2: Use and
Disclosure of Personal Information by Public Bodies

If the individual the information is about has itiéad
the information and consented, in the prescribed
manner, to the use.

The key here is informed consent for collectid

use, and disclosure of personal information. T

paramountcy laws limit the collection of
personal information by a public body. S 38 s
out the disclosure rules. The disclosure of
personal information including visible or
implied health issues is inevitable in a
videoconference session. The literature revieg
has shown that organizations have not identif
the complex issues of privacy protection of
individuals in a videoconference session.
Therefore, it is reasonable to state that the

5 5
(0]

ets

W
ied

participants have not been informed of the

28



Compliance

Relevant Sections FOIP [1]

Concerns/Analysis/Explanation

potential risks. Hence, an informed consent
cannot be obtained. An organization is
accountable for the data that is in its custody
when it is shared to ensure that, it is protecte
So how can an organization be certain about
use of data by the other participating
organizations regarding their security, access
control, purpose, and use of the data to provi
such an assurance? Without formal agreeme
this will require enormous trust and faith,
especially in trans-national sessions.

or
.
the

e
nts,

Storage
NOT Compliant

Section 38 of th&OIP ACT states that:

The head of a public body must protect personal
information by making reasonable security
arrangements against such risks as unauthorizegsc
collection, use, disclosure, or destruction.

1994 cF-18.5 s36;1996 c28 s21

Depending on who is involved and where the

will also depend on the storage media used,
|_portability, and potential abuses.

If the informed consent and authorization are
not there (explicit or implicit), then, there is ng
authority to store the personal information, th
would have otherwhorized custodians
normally.

Enforcing this beyond Alberta boundaries will
present its own challenges.

participants are located, this may be an issue.

Retention

NOT Compliant

Section 35 of th&OIP Act sets the retention period fd
a minimum one (1) year, which requires that persona
information used to make decisions directly affegti
individuals must be accurate and complete and be
retained for at least one year after using it s am
individual can obtain access to it.

r Since consent, authorization, and storage arg
questionable, then so is the retention.

Access

NOT Compliant

Division 1: Obtaining Access to Records, Section 6
Information rights will apply to determine how aifid
access will be provided.

Section 7 - How to make a request

Section 8 — How to address Abandoned request
Section 9 — How to address Continuing request
Section 13 - How access will be given

Section 15.1 - Request under Section 7 deemed o b
request under HIA (Health Information Act of Albart

How should organizations deal with
videoconference session information that is &
conglomeration of individual records of the
participants?

How will the participants know where their
personal information is stored or keep track o
it?

eIt.
Sections 9, 13, and 15.1 will need considerat
for each incoming request.

f

on

Disclosure

NOT Compliant

Division 2: Exceptions to Disclosure

Section 16 - Disclosure harmful to business intsres
a third party

Section 17 - Disclosure harmful to business intereé
a third party

Section 18 - Disclosure harmful to individual objia
safety

Section 19 and 20 - Confidential evaluations
Section 21 - Disclosure harmful to intergovernmenta
relations

Section 22 - Cabinet and Treasury Board confidence
Section 23 - Local public body confidences

Section 24 - Advice from officials

Section 25 - Disclosure harmful to economic anaoth
interests of a public body

Section 27 - Privileged information

Section 28 - Disclosure harmful to the conservatibn
heritage sites, etc.

Section 29 - Information that is or will be availato
the public

How should organizations manage the
videoconference data disclosure for an acces
request from a participant? Please note that t
is a conglomeration of individual records of th
participants.

It is technically possible to block images and

distort voices. This may mitigate some of the

risks but not all, such as beliefs or opinions. H

most organizations, this solution is likely cost
Sprohibitive.

Also, the context is lost for the participant wh
accesses the information. It could result in
further complications should the PIlI be misus
or abused.

S
his
e

or

1%
o

Division 3: Third Party Intervention
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Compliance Relevant Sections FOIP [1] Concerns/Analysis/Explanation
Section 30 - Notifying the third party
- . . How to manage the videoconference data sin
Uge and Division .2' Use and.Dlsclo.sure of Personal is a conglomeration of individual records of th
Disclosure Information by Public Bodies

Section 40 — Disclosure of Personal Information
Section 41 - Consistent Purpose

Section 42 — Disclosure for Research or Statistical
Purpose

Part 3: Disclosure of Information in Archives
Section 43 — Disclosure of Information in Archives

participants?

If two public bodies’ paramount laws have
different requirements - how should, this be
addressed?

Accountability

Division 1: Obtaining Access to Records

Section 10 - Duty to assist applicants

Section 11 - Time limit for responding to accesgpuest
Section 12 - Contents of response

Section 14 - Extending time limit for responding
Section 15 - Transferring a request and respoitgisil
of requested party

Division 2: Exceptions to Disclosure

Section 26 - Testing procedures, tests and audits
Section 27 - Privileged information

How should organizations manage the
videoconference sessions data that is a
conglomeration of individual records of the
participants stored in perhaps trans-jurisdictiq
and trans-nations?

How will accountability work for the PlI to the
individual? The public body would normally
have the PII of the people it serves in its
custody and control but in a videoconference
session, it has been disclosed and resides

e it

in multi-organizations?
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Appendix F: Checklist for Conducting a Preliminary PIA for Videoconferencing

A Checklist to Determine whether PIA is Required fo Videoconferencing

Questions that Need to b

Not recorded Recorded
Answered
1a Is the organization designinga  No. No.
) new program or service?
Is the organization significantly  Yes. Yes.

1.b changing delivery method of
program or service?

Does the program require the No Maybe, but it is usually done for making it avaliabn

2. organization, to collect, use or demand. It may or may not be a business requirement
disclose personal information?

Will the program require the No Yes. Since the information is a collection of apants’
organization to collect, use, or PI1l from other sites, organizations, jurisdictiars

3.a disclose additional personal countries along with the local data.
information or more sensitive
information than in the past?

Is the organization shifting from No. Currently there is no explicit informed conspricess
3b informed consent to indirect although there may be an implied consent through
) collection of personal participation but it is not an informed consent erena
information? case of trust or lack of awareness.
Will it be necessary to develop  Yes - it should be, as Yes - it should be, as currently the remote sifecis to use

4.a mechanisms to notify individuals currently the remote site i$ the information as the laws of their jurisdictioarmit.

about their privacy rights? free to record if they wish
to do so.
Will it be necessary to obtain the Yes — disclosure of PII Yes. Currently there is very little awareness sf it
4b consent of individuals to collect, beyond FOIP [2] implications to privacy in the videoconferencing
) use, and disclose their personal disclosure Section 40 to | participants’ community or guardians.
information? external organizations.

5. Will the program require the No. Yes, depending on who the participants aiie,pbssible,
organization to collect personal that a single videoconferencing session involvetypés
information from other programs of organizations, multiple jurisdictions, and caies.
within the host organization, other Each organization/location then has the abilitgdbect
organizations, other governments, the personal information of the participants.
or private sector?

Will the personal information No. Maybe — it is possible, but it may well have other
generated by the program be used legitimate uses and illegitimate uses.

6 in decision-making processes that

’ directly affect individuals, such as
eligibility for programs or
services or for enforcement?
Will the personal information No. May be but as above it has a potential for abude an
7 generated by the program be used misuse.

for any other purposes, including
research and statistical purposes?
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A Checklist to Determine whether PIA is Required fo Videoconferencing

Questions that Need to b

Answered Not recorded

Recorded

Will the personal information be No.
shared with other organizations

The organization may share the information with its
original collection parameter, but the remote oizziion

8. for any purpose than its original may not be required to comply with it by the lawsts
purpose of collection? jurisdiction.

9 Does this require new common  No. No - unless the organization uses metadata taigslexing

) client identifiers or use of SIN of the participants.

without legislative authority?
Is there a reason to anticipate thatYes — disclosure to third | Yes, Privacy concerns may arise once the publig ful

10 the public will have any privacy parties. understands the privacy risks and its implications.

) concerns regarding the proposed

program or service?
Is this introducing changes to the Yes, a new business Yes, a new business delivery and infrastructureetsoare,
business systems or infrastructuredelivery and infrastructureg introduced; videoconferencing requires changesewvall
architecture that affect the models are, introduced; | configurations or bypassing it all together. Intfacmay
physical or logical separation of videoconferencing be desirable by some organizations to by-pasdrenedil
personal information or the requires changes to by using the MCU.

11. security mechanisms used to firewall configurations or

manage and control access to
personal information?

bypassing it all together.
In fact, it may be desirable
by some organizations to
by-pass the firewall by
using the MCU.

h
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