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Abstract  
The use of Google Health patient portal raises 
security and privacy concerns for the users. 
Since the portal stores sensitive personal and 
health information, it raises questions on 
security and privacy risks. The objective of this 
research is to identify those security and 
privacy risks of the Google Health portal which 
could affect the user. This paper analyzes how 
the risks identified affect the security and 
privacy of users’ personal health information. 
It will be argued that Google Health does have 
certain inherent security and privacy risks. In 
particular risks related to: third party access to 
health records, HIPAA non compliance, 
advertising by third-party service providers, 
single sign-on, access control, health record 
linkage and data storage. Based on the risks 
identified, this paper recommends the measures 
to overcome the privacy and security risks 
identified.  

1. Introduction 
The intention of this research paper is to assess 
the security and privacy risks associated with the 
use of Google Health portal. Google Health 
users store their personal and health information 
within the portal. I will identify and describe 
various security and privacy risks of Google 
Health and would also suggest practical 
measures for Google to implement so as to 
mitigate the risks identified. The rest of the 
paper is structured as follows. The next section 
provides a brief overview of how Google Health 

functions. In Section 3, privacy and security 
risks of Google Health are identified and 
discussed. The risks identified are based both on 
material available on risks to patient managed 
portals, along with some of my own proposed 
solutions to those risks and suggestions to 
improve the privacy and security practices of 
Google Health. Finally, section 4 presents the 
conclusion for this paper and points out 
directions for future work.  

2. Overview of Google Health 

Patient portals are healthcare related online 
applications that allow patients to interact and 
communicate with their healthcare providers, 
such as physicians and hospitals [1]. There are 
two models of patient portals: patient managed 
and provider managed patient portals. In 
provider managed patient portals, provider 
grants Electronic medical record and/or 
Electronic health record access to the patient. 
Depending on the provider it could be view-
only, or patients could be allowed to make 
limited contributions. In patient managed patient 
portals, patients maintain their own record and 
invite providers to participate. Google Health 
portal is a patient managed portal. The rest of 
this section is devoted to certain details about 
Google Health that are relevant to the risks 
identified in section 3.  



Use of Google Health is only meant for the 
residents of United States [24]. To use Google 
Health, users have to register with Google 
Accounts, creating a single sign-on login 
account to use Google services, of which Google 
Health is a part. Google Health is a depository of 
health information in which users build their 
online health profile. Besides adding their 
personal information, users can add history of 
their personal health details like medical 
conditions, medications, test results, procedures 
and immunizations.   

Users can share their profile with family 
members, friends, doctors or anyone in the users 
care network. Users enter email addresses of the 
individuals they want to share information with, 
and those individuals will be provided read-only 
access. Users can revoke the access at any time 
and will always be able to see who has access to 
their profile [34]. In addition, users can also use 
different personal health services provided by 
third party service providers, like importing 
medical records, exploring different medications 
and treatments with third party healthcare 
providers, converting paper records into e-
records, using different personalized tools, and 
copy and sharing user health records with 
healthcare providers.  

Third party service providers who can access 
user data after the user links their profiles with 
the third party; they have to subscribe to Google 
Health integration policies, which govern data 
use policy for the third party service providers 
[28]. When users link their health profile with 
third parties, the information is shared with the 
third party authorized by the user. Users cannot 
control what information they want to share, 
thus the complete health profile of the user is 
shared with the third parties. When users sync 
their Google Health profile with a third party 
service provider like a healthcare provider or 
pharmacy, users are informed about the kind of 
access the third party service will have. There 

are basically two types of access the third party 
service can have, i.e., write-only access and 
read/write access [3]. Access controls to the 
health information lie in the hands of the users. 
Users can revoke third party access to their 
health profile by revoking access anytime. Third 
parties will not have access to the user 
information once access is revoked [3]. In 
addition, there are no ads in Google Health, but 
it does allow third party service providers to 
provide for advertising once a user links his 
profile with third party service [28].  

Google Health follows a cloud computing model 
for storing users’ personal health information. 
Thus, users’ information is stored in the United 
States and other countries [19]. Google Health is 
a depository of the users’ health information, but 
it is not regulated by Health Insurance 
Portability and Accountability Act (HIPAA), a 
federal law that establishes data confidentiality 
standards for patient health information [16]. In 
addition, to protect confidentiality and integrity 
of user health information, Google Health uses 
SSL (Secure Socket layer) encryption and 
firewalls during information transmission and 
storage. Google Health also does regular backup 
of the system to ensure information availability 
of the user information [3].  

With this background material on the working of 
Google Health and its privacy policies described 
above, I can now proceed to discussion of 
various security and privacy risks related to 
these workings.  

3. Security and privacy risks of 

Google Health   
By simply using Google Health, the user is 
exposed to different security and privacy risks. 
In addition, users share their Google Health 
profile with third party service providers, further 
exposes user information to risk. Google Health 
has some inherent security and privacy risks like 
sharing of users’ personal health information 



with third-party developers, third party access 
controls, issues concerning data storage outside 
of US, linking of users’ health records with third 
party service providers, single sign on risk, Ad 
targeting by third party service providers, and 
HIPAA non-compliance.       

3.1 Google Health Integration 

Policies   

Users intending to use third party services link 
their health profiles with third party service 
providers. When users link their health profile 
with third party service providers, they provide 
these third parties with access to their personal 
health information. Thus, Google Health has 
created its “Google Health Integration Policy” 
for these third party service providers to follow 
[28]. The Google Health Integration Policy 
consists of guidelines on how third parties 
collect, use, share and handle users’ personal 
health information. The Google Health 
Integration policy is applicable to all third party 
service providers which are listed in the Google 
Health directory.  
Under this policy, there is one section entitled 
“Data Use Policy”, which lays guidelines on 
how third parties should handle user data [28]. 
In the “Data Use Policy” section Google Health 
describes under what circumstances third parties 
can share Google Health user data with 
additional parties’ without explicit consent from 
the user [28]. It states, “You have a good faith 
belief that access, use, preservation or 
disclosure of such information is reasonably 
necessary to (a)satisfy any applicable law, 
regulation, legal process or enforceable 
governmental request, (b) enforce applicable 
terms of service, including investigation of 
potential violations thereof, (c) detect, prevent, 
or otherwise address fraud, security or technical 
issues, or (d) protect against imminent harm to 
the rights, property or safety of your users or the 
public as required or permitted by law.”    

Based on this statement, third party service 
providers can share users’ health data with 
additional third parties, like government 
agencies or any other investigating agency, 
without the user being aware of it. This raises 
privacy issues about the handling of users’ 
personal health information by these additional 
parties. There is a risk of mishandling users’ 
personal information. In addition, these 
additional parties are under no obligation to 
inform the user, so that user cannot take legal 
recourse to block access. Thus, there is a risk of 
mishandling of users personal information, 
which is a confidentiality risk.   

To mitigate the risk, whenever these third parties 
with whom the user shares the personal 
information, themselves share information with 
additional parties, those third parties should 
notify the user. Thus, it would help the user in 
taking any legal measures if the user does not 
want the information to be disclosed. Since, the 
user information is being shared without opt-in 
consent of the user; it raises another issue of 
access controls, regarding sharing of user 
information.   

3.2 Google Health access controls  

According to the Google Health privacy policy 
[3], users control access to their health 
information. Users choose who can read or write 
information to their Google Health profile and 
can revoke access at any time, and the third 
party will not be able to read or write 
information to and from the users Google Health 
profile. When users sync their Google Health 
account with third party service providers, like a 
pharmacy or healthcare provider, they are 
informed about the kind of access that third 
party service provider will have, i.e., write-only 
access or read/write access [3].  

Users cannot control whether a third party can or 
cannot retain the copy of users’ personal health 
records. For example, suppose a user shares his 



profile with a diagnostic service, which has 
read-only access. After a while user revokes 
access to the third party diagnostic service. But 
since the diagnostic service already had access 
to the user’s personal health information, it may 
have retained a copy of that information before 
the user revoked access. In this way multiple 
copies of the user’s personal health information 
can be generated when the user shares his health 
profile with a third party service provider. Thus, 
multiple copies can be generated even after 
access has been revoked. Despite the privacy 
and security controls of Google Health, records 
are thus duplicated in multiple locations, which 
is a privacy risk. The records leaked could be 
used for marketing purposes. The leaked 
information could also get into the hands of 
malicious people and can lead to identity theft. 

Though risk cannot be mitigated completely, 
e.g., in case of a pharmacy which has read-only 
access to the user’s health profile, and the 
pharmacy needs this read-only access to know 
the medication details. There is no point in 
hiding this information from the pharmacy. But 
in other cases it can be minimized by restricting 
the flow of users’ personal health information. 
For example, if a third party service provider’s 
job is to provide diagnostic reports to the user 
and to update the record of the user in its health 
profile, there is no logic in giving the diagnostic 
service read access rights.  

3.3 Google Health profile linkages 

Independent healthcare providers often maintain 
separate healthcare records about the patients. 
One set of records, say, is with an eye specialist, 
and another with a family doctor. Thus, there are 
two different set of records with each doctor. 
Thus, in all probability these two separate 
records will never be linked or shared unless in 
some extreme circumstances [29].  

In Google Health users maintain centralized 
health records. When a user links his centralized 

health records with the third party healthcare 
service provider, he has to share his centralized 
health care record with the physician. Thus, an 
eye specialist will have the same record health 
record as the family doctor [29].1  

Patients may not like to share their medical 
history about other health problems unrelated to 
his vision problems. For example, a patient is 
being treated for depression and would not like 
his eye specialist to know about it. There are 
other sensitive pieces of medical problems that a 
patient may not like to share [29]. For example, 
a patients company is paying for the treatment 
that a patient is receiving from a particular 
healthcare provider. But the patient would also 
like that certain sensitive information about his 
health condition should not reach his employer, 
since it could affect his position in company 
[29]. In addition, if certain sensitive pieces of 
information reach his insurance company it 
could affect his premiums.  Also, if someone is 
being treated for some particular health 
condition that he hadn’t shared with his family 
members, this could be later leaked out because 
the patient couldn’t control what information he 
wanted to share.2 

To mitigate the risk Google Health should 
provide a certain degree of control in such a way 
that a user could control access depending on 
time, people and information. Google Health 
should allow the user maneuverability in such a 
way that he should be able to share certain 
information and be able to hide other 
information which he does not want to share.  

This also raises other related issue of compliance 
issues like what protections are available to the 

                                                      
1 The seed for this idea came from reference [29], in 
the section ‘PHRs and Linkage.’ 

2 The idea for this came from reference [29], in the 
section ‘PHRs and Linkage.’ 



users if their information gets leaked, which of 
turn to next.   

3.4 Google Health and HIPAA 

According to Administrative Simplification 
standards adopted by Health and Human 
Services (HHS), the Health Insurance Portability 
and Accountability Act of 1996 (HIPAA) covers 
three basic groups (as defined in 45 C.F.R. Part 
160; HIPAA Privacy Regulations): health plans, 
health care providers and healthcare clearing 
houses [35]. Google Health is not a covered 
entity under HIPAA because Google Health 
does not provide health care services [6]. By not 
subscribing to HIPAA, Google Health exposes 
users’ health information to privacy risks which 
would otherwise have been taken care of under 
HIPAA since HIPAA provides statutory 
protections. Two such risks are addressed in the 
following two subsections. 

3.4.1 Google Health and Business 

Associate agreement  
Under HIPAA, a business associate is an 
individual who works on behalf of a covered 
entity (e.g. Google Health) which involves the 
use or disclosure of individually identifiable 
health information. Under HIPAA, the covered 
entity is required to have a written agreement 
with individuals/entities (third parties) such that 
personal health information is safeguarded 
appropriately (as defined in 45 C.F.R. Part 
164.314(a)(1), (b)(1), ; Organizational 
Requirements) [36]. Thus, any covered entity 
under HIPAA cannot share PHI (Protected 
health information) without this agreement. The 
individual (business associate) cannot be a 
member of covered entity’s workforce [30].  
 
It is the responsibility of the covered entity to 
initiate the business associate agreement with 
the third party entity. Although the covered 
entity is not liable if the third party violates 
terms of agreement, if and when the violation of 

the agreement is discovered, the covered entity 
must terminate the agreement [30]. Thus it 
ensures the privacy of the users’ personally 
identifiable health information.  
 
With the help of Business Associate agreements, 
users’ information handled by third parties 
comes under the preview of the covered entity. 
Thus, it becomes the responsibility of the 
Business Associate appointed by the covered 
entity to take care of third-party handling of 
users’ personal information. Since Google 
Health is not a covered entity under HIPAA, 
there is no oversight available over the use of 
personal health information by third parties, and 
Google cannot be held responsible for any 
misuse.  
 

3.4.2 Google Health and subpoenas 

Health records of the users stored in Google 
Health can be subpoenaed. HIPAA provides 
protections to the users health records in case 
records are summoned under subpoenas (as 
defined in 45 C.F.R. Part 160.314; 
Investigational subpoenas and inquiries) [37]. 
HIPAA requires that person seeking the records 
should provide notice to the users in advance. 
Thus it gives the user a chance to contest the 
subpoena or take any other legal measure that 
the user wants to undertake. 

Google Health is not required to provide 
advance notice to the user. Thus the records in 
Google Health do not have basic procedural 
protection which is otherwise provided by 
HIPAA for subpoenas. Notice for subpoena is 
not a legal requirement for non-HIPAA covered 
Google Health. Besides, Google Health is not 
likely to be spending money on behalf of 
consumers to protect their personal health 
information. Although Google Health states that 
whenever possible it will try to give user a 
notice [16], it is not legally binding. Thus, there 



is a privacy risk to the users’ personal health 
information.  

This also raises other related issues of data 
stored outside of US, where HIPAA compliance 
may not work. The following section concerns 
data storage. 

3.5 Google Health and data storage 

Google Health stores users’ personal health 
information in servers in the United States and 
other countries [19]. Google follows the cloud 
computing storage model to store the users’ 
personal health information. Thus, users’ 
information is stored in a distributed 
environment. This means some information in 
part or in whole may be stored in the servers 
outside of United States [19]. In case of data 
breach, the physical location of the server where 
the data is stored will affect the recourse that 
will be available to the users. E.g. a user in 
United States can face legal complications in 
case of data breach because the data is stored 
somewhere outside of United States, thus 
exposing users’ personal health information to 
confidentiality risk.  

Since a lot of sensitive personal health 
information is stored in the servers and use of 
Google Health is restricted to United States 
residents only [24], Google should try to keep 
the personal health information of the users in a 
data centre located in United States itself. It 
would provide users necessary statutory 
safeguards and will increase confidence among 
the users regarding their handling of personal 
health information by Google. Storing personal 
health information in US will make Google 
more accountable to the users. 

3.6 Ad targeting by third party 

service providers 

There are many ways information could get 
leaked, affecting the privacy of the users’ health 
information. One of them is advertising by third 

party service providers. Google Health does not 
provide any ads on the user’s profile. However, 
Google Health allows third party service 
providers [28] to provide ads or promotional 
targeting. By allowing third party advertising, 
users’ personal health information faces privacy 
risk such that personal information gets leaked 
into marketing system [29]. For example, if a 
user clicks on an ad for an online pharmacy and 
shops for medicines related to his particular 
health condition, the advertiser would be able to 
get personal health information about the user. 
The advertiser may then use the information, 
disclose it to others, share it with commercial 
data brokers, or do anything it pleases because 
no privacy law typically applies and Google 
Health is not typically subject to any privacy 
policy [29]. Thus, third party ads are a 
confidentiality risk to the users’ personal health 
information.3  

Third party advertising could facilitate 
disclosure of the information, albeit indirectly. 
E.g.: An advertiser wants to target a particular 
category of users. Based on the profile of the 
user, the third party vendor can make sure that 
the ad only appears on pages viewed by women, 
and it can do so without disclosing any personal 
information about the women who see the 
advertisement. The advertiser knows that anyone 
who saw the ad or clicked on it is registered on 
the website as a female [29]. Thus, through ad 
targeting based on the users profile, without 
having access to personal information, the 
advertiser already has some information about 
the user.4 

In addition, if the third party service provider is 
using Google Ad-Words, there is additional 

                                                      
3 The idea for this came from reference [29], under 
the section ‘PHRs and Consents for Disclosure’.  

4 The idea for this came from reference [29], under 
the section ‘PHRs and Consents for Disclosure’.   



threat to users’ personal health information. 
When the third party having access to the user’s 
personal health information combines it with 
Google Ads, it raises a host of privacy issues, 
since Google Ads are keyword/ context 
generated [33]. If the third party service 
provider, anyone with malicious intent, or a 
marketing company wants to compile a database 
of people suffering from cancer, they could 
trigger an ad with the keyword “Cancer”. When 
a user accesses the third party service integrated 
with Google Ads, based on the keyword cancer, 
the ad would show up. If a user clicks the ad and 
he could then be asked to provide some personal 
details (so that he would receive some gifts say). 
Thus the ad provider has the detail about the 
user including his personal health information 
and personal identifiable information. Therefore, 
allowing ads by third party service providers 
pose a risk to the privacy of the users’ health 
information. 5 

To mitigate these risks, Google Health should 
consider providing the user the option of 
choosing advertisement based third party service 
or advertisement free service for which user 
actually pays some fees for using that particular 
third-party service. Google Health could make 
arrangements with third parties in respect to that. 
Thus, if a user chooses third party advertisement 
based service, he would be accepting the risk 
that accompanies that service. For example, 
Gmail provides advertisement free service in the 
form of Gmail Premier Edition [39]. For this 
paid Gmail service, Google charges user an 
annual fee.  

3.7 Single Sign on risk 

Beside privacy risks, there are security risks that 
could affect the integrity and availability of the 
user’s health information. Single sign on is a 
method of access control to gain access to the 

                                                      
5 The idea for this came from reference [33].  

multiple systems using one username and 
password. Google provides single sign on to the 
users, i.e., users having a Google Account who 
use services like Gmail, Google Docs and many 
other Google products need have just one simple 
account. If a user is using Gmail and he is also 
using Google Health, the user would be using a 
single Google Account to log in into any Google 
service, e.g., Gmail and Google Health. Thus, if 
one account is compromised all the other 
accounts are compromised.  

Any hacker could exploit any vulnerability in 
any other Google service to gain unauthorized 
entry to the Google Account. For example, a 
hacker is able to exploit any vulnerability in any 
available Google service like Gmail to gain 
unauthorized access. Since Google Account uses 
the same login credentials for any Google 
service, the hacker could gain unauthorized 
entry to the users Google Health account. Since 
Google Health contains lot of sensitive 
information, it is exposed to security and 
confidentiality risk concerning users’ personal 
health information.  

Although Google is making things lot easier for 
the user by providing them with single login 
credentials, it is also exposing users to the single 
sign on risks. A hacker who gains unauthorized 
access to the Google Health account can steal 
the information of the user. The stolen 
information could be used for identity theft.  
Since, Google Health contains personal details 
of the user, it would be easier for any 
unauthorized person who has access to the 
Google Health to build a profile of the user and 
sell it to marketers, insurance companies and in 
extreme cases maybe to the employers of the 
user. In fact, Google Health provides any 
unauthorized user a complete repository of 
users’ minute personal details including health 
information.  



To mitigate the risk, Google should think of 
delinking Google Health from other services. 
Thus, if any Google account is hacked, Google 
health will remain immune to that risk. Google 
Health could also let the users have different 
password parameters with the same user id of 
other Google services. Since Google health 
contains lot of sensitive personal health 
information, having different and strong 
password parameters would prevent the Google 
Health account from being exposed to risks that 
other Google services face.  

4. Conclusion and Future Work 

In this research paper I have highlighted the 
security and privacy risks of the Google Health 
patient portal, and how those risks could affect 
the privacy and security of users’ personal health 
information. I have also offered suggestions as 
to how it would be possible for Google Health to 
mitigate the risks identified. While 
implementing these suggestions, Google Health 
may have to do a trade-off between ease of use 
and managing security and privacy risks.  

Web based user managed patient portals like 
Google Health are a new concept. This research 
could serve as a base for identifying security and 
privacy risks of other web based patient portals, 
like WebMD or Microsoft Health Vault. In fact, 
another interesting area of research could be a 
comparison of security and privacy risks of 
Google Health with other web based user 
managed patient portals like WebMD or 
Microsoft Vault or both.   
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